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EXECUTIVE SUMMARY

Effective military operations must respond with a mix of forces, anywhere in the world, at a moment’s
notice. The ability for the information technology systems supporting these operations to interoperate —
work together and exchange information — is critical to their success. The lessons learned from the recent
conflicts of Desert Shield/Desert Storm have resulted in a new vision for the Department of Defense
(DoD). Joint Vision 2010 (JV2010) is the conceptual template for how America’s Armed Forces will
channel the vitality and innovation of our people, and leverage technological opportunities to achieve new
levels of effectiveness in joint warfighting. The DoD Joint Technical Architecture (JTA) is crucial to
achieving JV2010.

The JTA provides DoD systems with the basis for the needed seamless interoperability. The JTA defines
the service areas, interfaces, and standards (JTA elements) applicable to all DoD systems, and its adoption
is mandated for the management, development, and acquisition of new or improved systems throughout
DoD. The JTA is structured into service areas based on the DoD Technical Reference Model (TRM). The
DoD TRM originated from the Technical Architecture Framework for Information Management (TAFIM),
and was developed to show which interfaces and content needed to be identified. These are depicted as
major service areas in the DoD TRM.

Standards and guidelines in the JTA are stable, technically mature, and publicly available. Wherever
possible, they are commercially supported, and validated off-the-shelf commercial implementations from
multiple vendors are available. Standards and guidelines that do not yet meet these criteria, but are
expected to mature to meet them in the near-term, are cited as “emerging standards” in the expectation that
they will be mandated in future versions of the JTA.

The JTA consists of two main parts: the JTA core, and the JTA Annexes. The JTA core contains the
minimum set of JTA elements applicable to all DoD systems to support interoperability. The JTA Annexes
contain additional JTA elements applicable to specific functional domains (families of systems). These
elements are needed to ensure interoperability of systems within each domain, but may be inappropriate for
systems in other domains. The current version of the JTA, JTA Version 2.0, was extended to include
Annexes for: the Command, Control, Communications, Computers, Intelligence, Surveillance, and
Reconnaissance (C4ISR) domain; the Combat Support domain; the Modeling and Simulation domain; and
the Weapon Systems domain. Where subsets of an application domain (subdomains) have special
interoperability requirements, the JTA includes Subdomain Annexes containing JTA elements applicable to
systems within that subdomain. The intention is that a system within a specific subdomain shall adopt the
JTA elements contained in the relevant Subdomain Annex, the JTA elements contained in the parent
Domain Annex, and the JTA elements contained in the JTA core.

The JTA is complementary to and consistent with other DoD programs and initiatives aimed at the
development and acquisition of effective, interoperable information systems. These include the DoD’s
Specification and Standards Reform; Implementation of the Information Technology Management Reform
Act (ITMRA); Defense Modeling and Simulation Initiative; Evolution of the DoD TRM; Defense
Information Infrastructure Common Operating Environment (DII COE); and Open Systems Initiative.

Development of the JTA is a collaborative effort, conducted by the JTA Development Group JTADG),
directed by the Technical Architecture Steering Group (TASG), and approved by the Architecture
Coordination Council (ACC). Members represent the DoD Components (Office of the Secretary of Defense
(OSD), the Military Departments, the Organization of the Joint Chiefs of Staff (OJCS), the Unified and
Specified Commands, and the Defense Agencies), and components of the Intelligence Community.

The JTA is a living document and will continue to evolve with the technologies, marketplace, and
associated standards upon which it is based.
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The Department of Defense (DoD) Warfighter battlespace is complex and dynamic, requiring timely and
clear decisions by all levels of military command. There is an unprecedented increase in the amount of data
and information necessary to conduct operational planning and combat decision making. Information
concerning targets, movement of forces, condition of equipment, levels of supplies, and disposition of
assets, both friendly and unfriendly, must be provided to joint commanders and their forces. Therefore,
information must flow quickly and seamlessly among all tactical, strategic, and supporting elements.

As shown in Figure 1-1, Warfighters must be able to work together within and across Services in ways not
totally defined in today’s operational concepts and/or architectures. They must be able to obtain and use
intelligence from national and theater assets that may be geographically dispersed among national and
international locations. Today’s split base/reach-back concept requires them to obtain their logistics and
administrative support from both home bases and deployed locations. All of this requires that information
flows quickly and seamlessly among DoD’s sensors, processing and command centers, and shooters to
achieve dominant battlefield awareness, and move inside the enemy’s decision loop.
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“AREA OF INFLUENGE

Figure 1-1 DoD Warfighter Information Technology Environment

The Joint Technical Architecture (JTA) provides the minimum set of standards that, when implemerited,
permits this flow of information in support of the Warfighter. As shown in Figure 1-1, there must be:

e A distributed information processing environment in which applications are integrated.

e  Applications and data independent of hardware to achieve true integration.

e Information transfer assets to ensure seamless communications within and across diverse media.
e Information in a common format with a common meaning.

e Common human-computer interfaces for users, and effective means to protect the information.

The current JTA concept is focused on the interoperability and standardization of information technology'
(IT). However, the JTA concept lends itself to application in other technology areas, when required to
support IT interoperability requirements.

1.1 INTRODUCTION TO THE JOINT TECHNICAL
ARCHITECTURE

This section provides an overview of the JTA. It includes the JTA purpose, scope, background, and
applicability; introduces basic architecture concepts; and discusses the selection criteria for standards
incorporated in the document.

1.1.1 Purpose

A foremost objective of the JTA is to improve and facilitate the ability of our systems to support joint and
combined operations in an overall investment strategy.

The DoD JTA:

e Provides the foundation for interoperability among all tactical, strategic, and combat support systems.
1-2
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e  Mandates interoperability standards and guidelines for system development and acquisition that will
facilitate joint and coalition force operations. These standards are to be applied in concert with DoD
Standards Reform.

e Communicates to industry the DoD’s intent to consider open systems products and implementations.
e  Acknowledges the direction of industry's standards-based development.

1.1.2 Scope

The JTA is considered a living document and will be updated periodically, as a collaborative effort among
the DoD Components (Commands, Services, and Agencies) to leverage technology advancements,
standards maturity, and commercial product availability. The scope of JTA Version 2.0 includes
information technology and information “technology-related standards in the DoD systems that may
exchange information or services across a joint, functional, or organizational boundary. Information
technology (IT) means any equipment or system that is used in the automatic acquisition, storage,
manipulation, management, movement, control, display, switching, interchange, transmission, or reception
of data or information. IT includes computers, communications systems, ancillary equipment, software,
firmware, and their related procedures, services (including support services), and related resources.

The JTA is critical to achieving the envisioned objective of a cost-effective, seamless integration
environment; achieving and maintaining this vision requires interoperability:

e  Within a Joint Task Force/Commander in Chief (CINC) Area of Responsibility (AOR).
e Across CINC AOR boundaries.

e Between strategic and tactical systems.

e  Within and across Services and Agencies.

o  From the battlefield to the sustaining base.

e Between US, Allied, and Coalition forces.

e  Across current and future systems.

1.1.3 Applicability

This version of the DoD JTA mandates the minimum set of standards and guidelines for the acquisition of
all DoD systems that produce, use, or exchange information. The JTA shall be used by anyone involved in
the management, development, or acquisition of new or improved systems within DoD. Specific guidance
for implementing this JTA is provided in the separate DoD Component JTA implementation plans.
Operational requirements developers shall be cognizant of the JTA in developing requirements and
functional descriptions. System developers shall use the JTA to facilitate the achievement of
interoperability for new and upgraded systems (and the interfaces to such systems). System integrators shall
use it to foster the integration of existing and new systems.

The JTA will be updated periodically with continued DoD Component participation. Future versions of the
JTA will extend the Version 2.0 scope in two dimensions: into other functional domains and into other
technology areas. Version 2.0 begins the functional expansion by moving beyond the C4I domain to
include other DoD domains.

1.14 Background

The evolution of national military strategy in the post-Cold War era, and the lessons learned from the
recent conflicts of Desert Shield/Desert Storm have resulted in a new vision for the DoD. Joint Vision 2010
is the conceptual template for how America’s Armed Forces will channel the vitality and innovation of our
people and leverage technological opportunities to achieve new levels of effectiveness in joint warfighting.
This template provides a common direction to our Services in developing their unique capabilities within a
joint framework of doctrine and programs as they prepare to meet an uncertain and challenging future. The
Chairman of the Joint Chiefs of Staff said in Joint Vision 2010, “The nature of modern warfare demands
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that we fight as a joint team. This was important yesterday, it is essential today, and it will be even more
imperative tomorrow.”

Joint Vision 2010 (JV 2010) creates a broad framework for understanding joint warfare in the future, and
for shaping Service programs and capabilities to fill our role within that framework. JV 2010 defines four
operational concepts - Precision Engagement, Dominant Maneuver, Focused Logistics, and Full
Dimensional Protection. These concepts combine to ensure American forces can secure Full Spectrum
Dominance - the capability to dominate an opponent across the range of military operations and domains.
Furthermore, Full Spectrum Dominance requires Information Superiority, the capability to collect, process,
analyze, and disseminate information while denying an adversary the ability to do the same.
Interoperability is crucial to Information Superiority.

Recognizing the need for joint operations in combat and the reality of a shrinking budget, the Assistant
Secretary of Defense (ASD) Command, Control, Communications, and Intelligence (C3I) issued a
memorandum on 14 November 1995 to Command, Service, and Agency principals involved in the
development of Command, Control, Communications, Computers, and Intelligence (C4I) systems. This
directive tasked them to "reach a consensus of a working set of standards" and "establish a single, unifying
DoD technical architecture that will become binding on all future DoD C4I acquisitions" so that "new
systems can be born joint and interoperable, and existing systems will have a baseline to move towards
interoperability."

A Joint Technical Architecture Working Group (JTAWG), chaired by ASD (C3I), C4I Integration Support
Activity (CISA), was formed and its members agreed to use the Army Technical Architecture (ATA) as the
starting point for the JTA. Version 1.0 of the JTA was released on 22 August 1996 and was immediately
mandated by Under Secretary of Defense, Acquisition Technology (USD A&T) and ASD (C3I) for all new
and upgraded C4I systems in DoD.

JTA Version 2.0 development began in March 1997 under the direction of a Technical Architecture
Steering Group (TASG), co-chaired by ASD (C3I)/CISA and USD (A&T) Open Systems Joint Task Force
(OS-JTF). The applicability of Version 2.0 of the JTA is expanded to include the information technology in
all DoD systems.

1.1.5 Architectures Defined

DoD has many efforts underway in support of the Warfighters’ environment, one of which is the
development and maintenance of the Joint Technical Architecture. In addition, other efforts are defining
and consolidating DoD Architecture guidance through work in the Command, Control, Communications,
Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) Architecture Framework and the
evolution of the Technical Architecture Framework for Information Management (TAFIM). Work is
currently being done at the DoD level to consolidate the guidance currently contained in the C4ISR
Architecture Framework, the TAFIM, and other pertinent documents.

The C4ISR Architecture Framework provides information addressing the development and presentation of
architectures. The framework provides the rules, guidance, and product descriptions for developing and
presenting architectures to ensure a common denominator for understanding, comparing, and integrating
architectures across and within DoD. As such, the development of the JTA aligns with the intended
products and presentation schemes depicted in the C4ISR Architecture Framework. The C4ISR
Architecture Framework document defines the process of developing systems within the construct of the
three architectures defined. The content and structure of the JTA takes its definition from the C4ISR
Framework.

An architecture is defined by the Institute for Electrical and Electronics Engineers (IEEE) in IEEE
610.12A-1990 as the structures or components, their relationships, and the principles and guidelines
governing their design and evolution over time. DoD has implemented this by defining an interrelated set
of architectures: Operational, Systems, and Technical. Figure 1-2 shows the relationship among the three
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architectures. The definitions are provided here to ensure a common understanding of the three
architectures’.

Operational
View

Specific Capabilities %
Svstems Identified to Satisfy Techmcal
¥y Information-Exchange View
View Levels and Other L R
Operational Requirements _

Technical Criteria Governing
{ Interoperable Implementation/
Procurement of the Selected
System Capabilities

Figure 1-2 Architecture Relationships

1.1.5.1 Operational Architecture (OA) View

The operational architecture view is a description of the tasks and activities, operational elements, and
information flows required to accomplish or support a military operation.

It contains descriptions (often graphical) of the operational elements, assigned tasks and activities, and
information flows required to support the warfighter. It defines the types of information exchanged, the
frequency of exchange, which tasks and activities are supported by the information exchanges, and the
nature of information exchanges in detail sufficient to ascertain specific interoperability requirements.

1.1.5.2 Technical Architecture (TA) View

The technical architecture view is the minimal set of rules governing the arrangement, interaction, and
interdependence of system parts or elements, whose purpose is to ensure that a conformant system satisfies
a specified set of requirements.

The technical architecture view provides the technical systems-implementation guidelines upon which
engineering specifications are based, common building blocks are established, and product lines are
developed. The technical architecture view includes a collection of the technical standards, conventions,
rules and criteria organized into profile(s) that govern system services, interfaces, and relationships for
particular systems architecture views and that relate to particular operational views.

! These definitions are extracted from the C4ISR Architecture Framework 2.0. The definitions and the
products required by the framework focus on information technology. However, the concepts described can
be applied to a wide range of technologies.
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1.1.5.3 Systems Architecture (SA) View

The systems architecture view is a description, including graphics, of systems2 and interconnections’
providing for, or supporting, warfighting functions.

For a domain, the systems architecture view shows how multiple systems link and interoperate, and may
describe the internal construction and operations of particular systems within the architecture. For the
individual system, the systems architecture view includes the physical connection, location, and
identification of key nodes (including materiel item nodes), circuits, networks, warfighting platforms, etc.,
and specifies system and component performance parameters (e.g., mean time between failure,
maintainability, availability). The systems architecture view associates physical resources and their
performance attributes to the operational view and its requirements following standards defined in the
technical architecture.

1.2 DOCUMENT ORGANIZATION

The JTA is organized into a main body, followed by domain annexes, subdomain annexes, and a set of
appendices. This section describes the structure of the document.

1.2.1 General Organization

The main body identifies the “core” set of JTA elements consisting of service areas, interfaces, and
standards. Each section of the main body, except for the overview, is divided into three subsections as
follows:

e Introduction - This subsection is for information purposes only. It defines the purpose and scope of the
subsection and provides background descriptions and definitions that are unique to the section.

e Mandates - This subsection identifies mandatory standards or practices. Each mandated standard or
practice is clearly identified on a separate bulletized line and includes a formal reference citation that is
suitable for inclusion within Requests for Proposals (RFP), Statements of Work (SOW) or Statements
of Objectives (SO0).

e  Emerging Standards - This subsection provides an information-only description of standards which are
candidates for possible addition to the JTA mandate. The purpose of listing these candidates is to help
the program manager determine those areas that are likely to change in the near term (within three
years) and suggest those areas in which "upgradability" should be a concern. The expectation is that
emerging standards will be elevated to mandatory status when implementations of the standards
mature. Emerging standards may be implemented, but shall not be used in lieu of a mandated standard.

1.2.2 Information Technology Standards

Section 2, also called the JTA core or main body, addresses commercial and Government standards
common to most DoD information technology, grouped into categories; Information Processing Standards;’
Information Transfer Standards; Information Modeling, Metadata, and Information Exchange Standards;
Human-Computer Interface Standards; and Information Systems Security Standards. Each category
addresses a set of functions common to most DoD IT systems.

1.2.3 Domain and Subdomain Annexes

The JTA core contains the common service areas, interfaces and standards (JTA elements) applicable to all
DoD systems to support interoperability. Recognizing that there are additional JTA elements common

2 Systems: People, machines, and facilities organized to accomplish a set of specific functions, which
cannot be further subdivided while still performing required functions. Includes the radios, terminals,
command, control, and support facilities, sensors and sensor platforms, automated information systems,
etc., necessary for effective operations.

3 Interconnections: The manual, electrical, electronic, or optical communications paths/linkages between
the systems. Includes the circuits, networks, relay platforms, switches, etc., necessary for effective
communications.
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within families of related systems (i.e., domains), the JTA adopted the Domain and Subdomain annex
notion. A domain represents a grouping of systems sharing common functional, behavioral and operational
requirements. JTA Domain and Subdomain annexes are intended to exploit the common service areas,
interfaces and standards supporting interoperability across systems within the domain/subdomain.

The JTA Domain Annexes contain domain-specific JTA elements applicable within the specified family of
systems, to further support interoperability within the systems represented in the domain - in addition to
those included in the JTA core. Domains may be composed of multiple subdomains. Subdomains represent
the decomposition of a domain (referred to as the subdomain’s parent domain) into a subset of related
systems, exploiting additional commonalities and addressing variances within the domain. Subdomain
Annexes contain domain-specific JTA elements applicable within the specified family of systems, to
further support interoperability within the systems represented in the subdomain - in addition to those
included in the JTA core and in the parent Domain Annex. The relationships between the JTA core,
Domain Annexes, and Subdomain Annexes currently included in the JTA are illustrated in Figure 1-3.

JTA Core

JTA Main
Body

JTA Core

Elements ’

Domain Annexes

Modeling & Combat

Domain Weapon
Simulation Support

Elements Systems

Subdomain Annexes
- [pirborne Reconnaissance | - — Acquisition
i (— Command & Control — Fir i
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Elements [— Communication - . \—H R Management
3 I~ Ship Systems
[— Intelligence - —Legal
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L— Surveillance/Reconnaissance |Missile = Medical
[——=Munitions A
*Boxed subdomain names indicate Subdomain Annexes | g o chon o » —putomated Test Systems
present in this version of the JTA. lalicized subdomain 4 X
names are candidates for Subdomain Annexes in future —Space Vehicles

versions.

Figure 1-3 JTA Hierarchy Model

A program manager or engineer specifying or applying JTA standards for a specific system will first select
all appropriate JTA core elements, and then those included in the relevant Domain and Subdomain annex.

As shown in Figure 1-3, the following Domain and Subdomain annexes are currently populated:

Domain Annexes:

e Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance
(C4ISR).

¢ Combat Support (CS).
e  Weapon Systems (WS).
¢ Modeling and Simulation (M&S).
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Subdomain Annexes:

e Airborne Reconnaissance (AR). e  Ground Vehicles (GV).
e Automated Test Systems (ATS). e  Aviation (AV).

e Missile Defense (MD).

The goal is to build on these annexes by incorporating the requirements of additional domains and
subdomains. Each Annex includes an introduction clearly specifying the purpose, scope, description of the
domain, and background of the annex. As necessary, each annex provides a list of domain specific
standards and guidance in a format consistent with the JTA core. Annexes generally use the TAFIM DoD
Technical Reference Model (TRM) defined in Section 2.1.3.1, but may include a different or expanded
model. Annex developers should define which standards apply to which system interfaces in their domain.
They may address emerging standards that are of interest to the domain.

1.24 Appendices (Appendix A, B, C)

The appendices provide supporting information (e.g., how to get a copy of mandated standards) and
available links to standards organization’s home pages, which facilitate the use of the document, but are not
mainline to its purpose.

Appendix A, “Acronyms and Glossary”, includes an acronym list and glossary of terms referenced in the
JTA.

Appendix B, “List of Mandated Standards and Sources”, includes “retired,” “mandated,” and “emerging”
standards for each JTA service area; and a list of organizations from whom documents cited in the JTA
may be obtained.

Appendix C, “JTA Relationship to DoD Standards Reform”, describes the relationship of the JTA to the
DoD Standards Reform begun in June 1994 and addresses the relevance of the reform waiver policy to the
JTA.

1.3 KEY CONSIDERATIONS IN USING THE JTA

In general, the JTA shall be used to determine the specific service areas and standards for implementation
within new or upgraded systems. However, there are several key considerations in using the JTA.

The JTA service areas are based on the DoD TRM. For a more complete description of the DoD TRM and
service areas refer to Section 2.1.3.1.

The mandatory standards in the JTA must be implemented or used by systems that have a need for the
corresponding service areas. A standard is mandatory in the sense that if a service/interface is going to be
implemented, it shall be implemented in accordance with the associated standard. If a required service can
be obtained by implementing more than one standard (e.g., operating system standards), the appropriate
standard should be selected based on system requirements.

The JTA is a "forward-looking" document. It guides the acquisition and development of new and emerging
functionality and provides a baseline towards which existing systems will move. It is a compendium of
standards (for interfaces/services) that should be used now and in the future. It is NOT a catalog of all
information technology standards used within today's DoD systems. If legacy standards are needed to
interface with existing systems, they can be implemented on a case-by-case basis in addition to the
mandated standard.

If cited, requirements documents not identified in the JTA should complement and not conflict with the
JTA core, and applicable Domain and Subdomain Annexes.
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14 ELEMENT NORMALIZATION RULES

As the JTA evolves, the JTA elements contained in the JTA core, Domain Annexes and Subdomain
Annexes will need to be periodically revisited and updated to ensure correctness. The JTA normalization
rules in this section address the movement of elements across the core or annexes following the definitions
and scope.

All standards are placed in the core unless they are justified as unacceptable to meet domain-specific
requirements. When core standards cannot meet the requirements of a specific domain, JTA elements are
removed from the JTA core and placed in the appropriate Domain Annex(es). Likewise, when domain
standards cannot meet subdomain-specific requirements, those will be removed from the Domain Annex
and placed in the appropriate Subdomain Annex(es).

The intent of the above normalization rules is as follows. (1) The core applies to all DoD systems. (2) The
JTA core contains selected standards for as many JTA services as possible. (3) A service area provides the
minimum number of alternative standards applicable to DoD.

Figure 1-3 also illustrates a notional hierarchy of JTA core, domains and subdomains — as defined by the
Committee on Open Electronic Standards (COES) [Committee on Open Electronic Standards (COES)
Report, DoD Open Systems-Joint Task Force (OS-JTF), July 1996], and tailored by the Joint Technical
Architecture Development Group.

1.5 JTA RELATIONSHIP TO DOD STANDARDS
REFORM

The DoD Standards Reform was begun in June 1994 when the Secretary of Defense issued a memorandum
entitled "Specifications and Standards - A New Way of Doing Business." This memorandum directs that
performance-based specifications and standards or nationally-recognized private sector standards be used in
future acquisitions. The intent of this initiative is to eliminate non-value added requirements, and thus to
reduce the cost of weapon systems and materiel, remove impediments to getting commercial state-of-the-
art technology into weapon systems, and integrate the commercial and military-industrial bases to the
greatest extent possible.

The JTA implements standards reform by selecting the minimum standards necessary to achieve joint
interoperability. The JTA mandates commercial standards and practices to the maximum extent possible.
Use of JTA mandated standards or specifications in acquisition solicitations will not require a waiver from
standards reform policies. All mandatory standards in the JTA are of the types that have been identified by
the DoD Standards Reform as waiver-free or for which an exemption has already been obtained. Additional
information on this topic can be found in Appendix C.

1.6 STANDARDS SELECTION CRITERIA

The standards selection criteria used throughout the JTA focus on mandating only those items critical to
interoperability that are based primarily on commercial open system technology, are implementable, and
have strong support in the commercial marketplace. Standards will only be mandated if they meet all of the
following criteria:

e INTEROPERABILITY: They enhance joint and potentially combined Service/Agency information
exchange and support joint activities.

e MATURITY: They are technically mature (strong support in the commercial marketplace) and stable.
e IMPLEMENTABILITY: They are technically implementable.
e PUBLIC: They are publicly available.

e CONSISTENT WITH AUTHORITATIVE SOURCES: They are consistent with law, regulation,
policy, and guidance documents.
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The following preferences were used to select standards:

e Standards that are commercially supported in the marketplace with validated implementations
available in multiple vendors’ mainstream commercial products took precedence.

e Publicly held standards were generally preferred.

e International or national industry standards were preferred over military or other government
standards.

Many standards have optional parts or parameters that can affect interoperability. In some cases, an
individual standard may be further defined by a separate, authoritative document called a ‘profile’ or a
‘profile of a standard’ which further refines the implementation of the original standard to ensure proper
operation and assist interoperability.

The word ‘standards’ as referred to in the JTA is a generic term for the collection of documents cited
herein. An individual ‘standard’ is a document that establishes uniform engineering and technical
requirements for processes, procedures, practices, and methods. A standard may also establish requirements
for selection, application, and design criteria of material. The standards cited in the JTA may include
commercial, federal and military standards and specifications, and various other kinds of authoritative
documents and publications.

1.7 CONFIGURATION MANAGEMENT

The JTA is configuration managed by the Joint Technical Architecture Development Group (JTADG),
under the direction of the DoD Technical Architecture Steering Group (TASG), and approved by the
Architecture Coordination Council (ACC). These groups consist of members representing DoD and
components of the Intelligence Community. The following organizations have voting memberships in both
groups:

JTA VOTING MEMBERSHIP LIST

Assistant Secretary of Defense Command, Control, Communications and Intelligence/C41 Integration
Support Activity (ASD (C3I)/CISA)

Ballistic Missile Defense Organization (BMDO)

Defense Airborne Reconnaissance Office (DARO)

Defense Information Systems Agency (DISA)

Defense Intelligence Agency/DoD Intelligence Information Systems (DIA/DoDIIS)

Defense Logistics Agency (DLA)

Defense Modeling and Simulation Office (DMSO)

Joint Staff/J6

National Imagery and Mapping Agency (NIMA)

National Reconnaissance Office (NRO)

National Security Agency (NSA)

US. Air Force (USAF)

US. Army (USA)

US. Marine Corps (USMC)

US. Navy (USN)

Under Secretary of Defense for Acquisition and Technology
Open Joint Systems Task Force (USD (A&T) OS-JTF)

The JTA Management Plan describes the process by which the JTA will be configuration managed. This
document, as well as the charter for the JTADG, may be found on the Defense Information Systems
Agency (DISA) Center for Standards (CFS) JTA World Wide Web home page:

http://www-jta.itsi.disa.mil
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Suggested changes to and comments on the JTA originating from DoD Components (Office of the
Secretary of Defense (OSD), the Military Departments, the Organization of the Joint Chiefs of Staff
(OICS), the Unified and Specified Commands, and the Defense Agencies) should be submitted via the
appropriate official JTA Component representative listed on the JTA web home page. These
representatives will integrate and coordinate received comments for submission as official DoD
Component-sponsored comments.

Industry and other non-DoD comments and suggested changes should be submitted through DISA CFS via
electronic mail to jta-comment@www.disa.mil. All comments and suggested changes must be in the
standard comment format described on the JTA World Wide Web home page.
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SECTION 2: INFORMATION TECHNOLOGY
STANDARDS

2.1 GENERAL

2.1.1 Background ... sseseans eererersresstesasenesetentsebesbesassshbenas 2.1-1
2.12 SCOPE cueuerserearaeeaeeseee sttt e R bbb ot sa bR R RS RAREeneneRebeaeee 2.1-1
2.1.3 DoD Technical Architecture Framework for Information Management...........ccccceeereneee. 2.1-1
2.1.3.1 TAFIM DoD Technical Reference Model ..........ccceviiiinicinnnineninsennninnssennenens 2.1-1
2.1.3.2 Emerging “Integrated” DoD Technical Reference Model ...........oevveernvcvnnncnecnnaee. 2.13
2.14 IMIANIAALES ...eceveneeerenerressieneseeneseesestesesaeseseensentossestsasasessastestosssssonestesontsnessssrssnmasassnssessassassns 2.1-5
2.1.4.1  Year 2000 (Y2K) COMPUANCE .....cccocerrriririmnisiriiserisismensnessseeissstsssssnssinsssessssssessssassssses 2.1-5
2.14.2 Defense Information Infrastructure Common Operating Environment (DII COE)....... 2.1-5
2.15 Organization Of SECHON 2......veiviirireriereriisierssersse s senssaesestse b esessssnses 2.1-6
2.1.1 Background

Section 2 of the JTA is essentially a technical refreshment of Version 1.0 of the JTA. This section is
intended as the basis from which to develop the main body of the JTA (i.e., the JTA core). As the JTA
evolves, the structure of this section will also evolve to be more reflective of the goal of the JTA structure.

2.1.2 Scope

This section of the JTA establishes the minimum set of rules governing information technology within DoD
systems. The scope includes standards for information processing, information transfer, the structure of
information and data, human-computer interface standards for information entry and display, and
information security standards. Information technology includes any equipment or interconnected system
or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management,
movement, control, display, switching, interchange, transmission, or reception of data or information.

2.1.3 DoD Technical Architecture Framework for Information
Management ‘ :

The Technical Architecture Framework for Information Management (TAFIM) version 3.0 is a set of eight
volumes consisting of very specific guidance on building and maintaining DoD systems architectures. It
describes the process for defining a technical architecture. Volume 2, the Technical Reference Model, as
described below and referenced as the TAFIM DoD TRM, is the basis for the structure and standards
selected for Section 2 of the JTA.

For applicable systems, the specific guidance in the JTA replaces the general standards guidance in the
TAFIM 3.0, Volume 7: Adopted Information Technology Standards (AITS).

2.1.3.1 TAFIM DoD Technical Reference Model

The TAFIM DoD TRM (DoD TRM) and the core set of standards mandated in the JTA define the target
technical environment for the acquisition, development, and support of DoD information technology. The
purpose of the DoD TRM is to provide a common conceptual framework, and define a common vocabulary
so that the diverse components within the DoD can better coordinate acquisition, development, and support
of DoD information technology. Interoperability is dependent on the establishment of a common set of
services and interfaces that system developers can use to resolve technical architectures and related issues.
The DoD TRM structure is intended to reflect the separation of data from applications, and applications
from the computing platform — a key principle in achieving open systems. The model is to be used as a
guideline for system planning, interoperability, and selecting appropriate standards. The DoD TRM is
intended to ensure the use of consistent definitions between the services, domains, interfaces and other
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elements needed to define architectural and design components. The model identifies service areas (i.e.,
sets of capabilities grouped by functions) and their interfaces. The model’s separation of the application
platform from the application and external environment supports the development of open systems.
Portability (i.e., open systems) enables utilization of open standards whereby a conforming application can
be used on different and independent platforms.

The model is partitioned into the following: Application Software Entity that includes both mission area
and support applications; Application Platform Entity that contains the system support services and
operating system services; External Environment; and a number of interfaces. The interfaces provide
support for a wide range of applications and configurations, and consist of the following: Application
Program Interfaces (APIs), and External Environment Interfaces (EEIS).

The following JTA core services are contained within the DoD TRM’s application platform entity:

Software Engineering Services Security Services

User Interface Services System Management Services
Data Management Services Distributed Computing Services
Data Interchange Services Internationalization Services
Graphic Services Operating System Services
Communications Services

LS e e s e e T e e e e

"Mission Area" Applications

Support Applications

Multi- :Communi- Business ! Environment ! Database ! En ineering
Media I cations IProcessmg 1 Management: Utilities : upport

Distributed
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Services | Senvices Services | Services : |
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Communications Interchange

Figure 2.1-1 TAFIM DoD Technical Reference Model

The relationship between the sections in the JTA and the DoD TRM service areas are as follows:

Section 2.2, Information Processing Standards, specifies standards for the User Interface
(2.2.2.2.1.2), Data Management (2.2.2.2.1.3), Data Interchange (2.2.2.2.1.4), Graphics
(2.2.2.2.1.5), Operating System (2.2.2.2.1.7), Internationalization (2.2.2.2.2.1), and Distributed
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Computing (2.2.2.2.2.4) service areas, and the latter’s two subordinate paragraphs become
2.2.2224.1 and 2.2.2.2.2.4.2 respectively. This section also references, but does not specify any
standards for the Software Engineering (2.2.2.2.1.1), Communications (2.2.2.2.1.6), Security
(2.2.2.2.2.2), and System Management (2.2.2.2.2.3) service areas.

Section 2.3, Information Transfer Standards, specifies standards for the Communications (2.3.2.1
through 2.3.2.3) and System Management (2.3.2.4) service areas applicable to both system and
network management.

Section 2.4, Information Modeling, Metadata, and Information Exchange Standards, addresses
standards for an area that is not currently elaborated, but is supported by engineering support, data
management, and software engineering services in the DoD TRM.

Section 2.5, Human-Computer Interface Standards, addresses standards for what is often referred
to as TAFIM Volume 8, Version 3.0. The standards specified in Section 2.5 complement those
cited for User Interface Services in Section 2.2.2.2.1.2.

Section 2.6, Information Systems Security Standards, specifies security standards that are relevant
to the service areas discussed in Sections 2.2, 2.3, and 2.5.

In this version of the JTA, the DoD TRM does not embrace all service areas within the weapon systems
domain, and is applicable to the JTA core as described above. In cases where new services are identified,
they should be presented to the Technical reference Model Working Group (TRMWG) for adjudication and
potential inclusion into the TRM.

2.1.3.2 Emerging “Integrated” DoD Technical Reference Model

To support a more extensive, dynamic and complete set of JTA services, interfaces and platform
configurations, an “integrated” DoD TRM (I-DoD TRM) has been developed (Figure 2.1-2). This TRM
represents an enhancement to, and uses as a foundation, the TAFIM DoD TRM structure, service features
and definitions (as defined in TAFIM Version 3.0, Volume 2, DoD Technical Reference Model). The
model also derives interface features that have been identified as essential from the Society of Automotive
Engineers (SAE) Generic Open Architecture (GOA) model and other derived models used by certain
segments of the Weapons community to support their real-time needs. Thus, the enhanced “integrated”
model combines the best of service/interface capabilities and definitions from several existing models. It
has the added advantage of providing greater detail in the Application Software and External Environment
Entity levels, and is tailorable to accommodate different DoD users and performance needs, both hardware
and real-time. Interfaces are defined in Table 2.1-1. The “integrated” model is defined in its entirety in the
emerging document, DoD Technical Reference Model, Version 1.0 Draft, dated April 1998.

JTA Version 2.0
26 May 1998




Service View InterfaceView

Application Software Application Software
Mission Area Applications Mission B
Support Applxcatxons ________
——— e ——— -———r = - - _I_
Multi- l C g
Medla :Pm«:essmﬂ Mnnngemc&t Unlm{s uﬂpon : Support
API o API (4D)
Application Platform Application Platform
SyStem Support SerViceS Syslem Snppon — —_— Syslem Support L
Sof(w.User H Damr Dm. Gmp ic Cnam Secnply Syﬁ'lem D-}lnh Inlen\nl—hzr @4__ _____ I SCIVIC;[()XOS) | | -
Engeg) Interfl Mgm( Inters  Svest  Svas.  Sves, Mgmt, Comp. Serv]ces perating System L.
Sves. ! Svcs: Svesy changk : : : Svcﬁ Svcl . - Systems Support Services 3D 3L
Sves
------------------------------- ] 3D
Operating System & Extended OS IR”""" Access S“V'm*— 2 —*— - — l— i
I2p
Physical Environment Services o
(Drivers & Physical Resources) L
EEI EEI(1D)

t -
] 1 .
I Users l: ' [ ;:f:’:;z:‘;: “ Networks ” Devices
1

‘ N
[}

l Users ‘: '
¥ t

Information Networks Devices
Interchange

Figure 2.1-2 Integrated DoD Technical Reference Model

Table 2.1-1 Interface Translation Table

Interface Type | Definition
1D Physical Resources Direct
1L Physical Resource Logical
2D Resources-Physical Direct
2L Resource Access Logical
3D System Service-Resource Access Direct
3L System Service Logical
3X Operating System-Extended OS Direct
4D Applications-System Services Direct
4L Applications-Peer Logical

The I-DoD TRM is directly mappable to both the TAFIM DoD TRM services and the interface categories
of the GOA model. Transition to and usage of the I-DoD TRM should present no barriers to any current
user of existing DoD models (e.g., TAFIM or GOA). DoD ownership of the model, together with its
flexibility, will enable it to keep pace with newly emerging service and interface needs ongoing within
DoD.

The “integrated” model is currently overseen by the DoD Technical Reference Model Working Group
(TRMWG). The TRMWG is a JTA chartered support group assigned to the DISA Center for Standards.
The TRMWG’s membership is diverse and composed of the various DoD communities (C4ISR, Weapon
Systems, Services, Agencies, and Defense Contractors) requiring a model to support and adjudicate their
interoperability and open system needs. The resulting model is consensus driven and viewed as
evolutionary to enable it to remain current with emerging DoD needs. The model is consistent with and will
continue to support other programs (e.g., the DII COE - see section 2.1.4.2) in addition to the JTA. Upon
formal release, the enhanced TRM document together with the JTA is to be used for defining the target
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technical environment for DoD information technology needs. The I-DoD TRM document, when approved,
will supersede the existing TAFIM Version 3.0, Volume 2, DoD TRM.

2.14 Mandates

2.14.1 Year 2000 (Y2K) Compliance

To ensure proper data interchange beyond the year 2000, it is DoD policy that all new software and data
acquired by the DoD shall be Year 2000 (Y2K) compliant. “Year 2000 compliant” means information
technology that accurately processes date/time data (including, but not limited to, calculating, comparing,
and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and
2000 and leap year calculations. Furthermore, Year 2000 compliant information technology, when used in
combination with other information technology, shall accurately process date/time data if the other
information technology properly exchanges date/time data with it." Refer to JTA Section 2.4 for guidance
on specific date data formats to be used.

DoD policy guidance on this matter can be found in the "DoD Year 2000 Management Plan." The plan is
available on the World Wide Web at: '

http://www.dtic.mil/c3i/

For procurement and acquisition purposes, the General Services Administration (GSA) has made available
the following documents:

1. "Recommended Year 2000 Contract Language (1996-09-11)"
2. "PFederal Acquisition Regulation Interim Rule on the Year 2000 (1997-01-02)"

These documents can be used by contracting officers to help ensure that acquired products and services are
Y2K compliant. They are available on the GSA World Wide Web site at:

http://www.itpolicy.gsa.gov/

2.14.2 Defense Information Infrastructure Common Operating Environment
(PII COE)

The Common Operating Environment (COE) concept is described in the Integration and Runtime
Specification (I&RTS), Version 3.0, 1 July 1997. The Defense Information Infrastructure COE (DII COE)
is implemented with a set of modular software that provides generic functions or services, such as operating
system services. These services or functions are accessed by other software through standard APIs. The DII
COE may be adapted and tailored to meet the specific requirements of a domain. COE Implementations
provide standard, modular software services that are consistent with the service areas identified in the DoD
Technical Reference Model. Application programmers then have access to these software services through
standardized APIs.

The DII COE, as defined in the DII COE I&RTS Version 3.0, is fundamental to a Joint 'System
Architecture (JSA). In the absence of a JSA, the JTA mandates that all Command, Control,
Communications, Computers, and Intelligence (C4I) systems shall use the DII COE. The strict definition of
C41, as given in JTA 1.0, is expanding to cover information technology areas that cut across JTA Version
2.0 domain boundaries. The DII COE mandate is therefore intended for all applicable systems. All
applications of a system which must be integrated into the DII shall be at least DII COE I&RTS level 5
compliant (software is segmented, uses DII COE Kernel, and is installed via COE tools) with a goal of
achieving level 8.

! August 1, 1997 Interim FAR Rule on Year 2000 Compliance
2.1-5
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The DII COE implements the appropriate JTA standards applicable to the COE functionality. The DII COE
implementation will continue to evolve in compliance with all applicable JTA specifications, standards, and
source references. Additional functionality not contained in the DII COE is subject to the JTA mandate.

2.1.5 Organization of Section 2

The Information Technology section of the JTA consists of six sections. The first section is the overview.
The next sections are: (2.2) Information Processing Standards; (2.3) Information Transfer Standards; (2.4)
Information Modeling, Metadata, and Information Exchange Standards; (2.5) Human-Computer Interface
Standards; and (2.6) Information Systems Security Standards.

Information Processing Standards - Section 2.2 describes government and commercial information
processing standards the DoD shall use to develop integrated, interoperable systems that meet the
Warfighters’ information processing requirements.

Information Transfer Standards - Section 2.3 describes the information transfer standards and profiles
that are essential for information transfer interoperability and seamless communications. This section
mandates the use of the open-systems standards used for the Internet and the Defense Information System
Network (DISN).

Information Modeling, Metadata, and Information Exchange Standards - Section 2.4 describes the use
of integrated information modeling and mandates applicable standards. Information modeling consists of
Activity and Data Modeling. This section explains the use of the DoD Command and Control (C2) Core
Data Model (C2CDM) and the Defense Data Dictionary System (DDDS), formerly the Defense Data
Repository System (DDRS). This section also mandates information standards including message formats.

Human-Computer Interface Standards - Section 2.5 provides a common framework for Human-
Computer Interface (HCI) design and implementation in DoD systems. The objective is the standardization
of user interface implementation options, enabling DoD applications to appear and behave in a reasonably
consistent manner. The section specifies HCI design guidance, mandates, and standards.

Information Systems Security Standards - Section 2.6 prescribes the standards and protocols to be used
to satisfy security requirements. This section provides the mandated and emerging security standards that
apply to JTA Sections 2.2 through 2.5. Section 2.6 is structured to mirror the overall organization of the
JTA so that readers can easily link security topics with the related JTA subject areas.
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2.2.1 Introduction

2.2.1.1 Purpose

The purpose of this section is to specify the Joint Technical Architecture (JTA) government and
commercial information processing standards the DoD will use to develop integrated, interoperable systems
that directly or indirectly support the Warfighter.

2.2.1.2 Scope

This section applies to mission area, support application, and application platform service software. This
section does not cover communications standards needed to transfer information between systems (defined
in Section 2.3), nor standards relating to information modeling (process, data, and simulation), data
elements, or military unique message set formats (defined in Section 2.4).

2.2.1.3 Background

Information Processing (IP) standards provide the data formats and instruction processing specifications
required to represent and manipulate data to meet information technology (IT) mission needs. The
standards in this section are drawn from widely accepted commercial standards that meet DoD
requirements. Where necessary for interoperability, profiles of commercial standards are used. Military
standards are mandated only when suitable commercial standards are not available.

2.2.2 Mandates

The following sections provide the applicable mandated standards that shall be used for the selection of
commercial or government off-the-shelf (GOTS) software or in the development of government software.
Appendix B contains a table that summarizes the mandated standards from this section, as well as
providing information on how to obtain the standards.

2.2.2.1 Application Software Entity

The Application Software Entity includes both mission area applications and support applications. Mission
area applications implement specific user’s requirements and needs (e.g., personnel, material, management).
This application software may be commercial off-the-shelf (COTS), GOTS, custom-developed software, or
a combination of these.

Common support applications are those (e.g., e-mail and word processing) that can be standardized across
individual or multiple mission areas. The services they provide can be used to develop mission-area-
specific applications or can be made available to the user. The DoD Technical Reference Model (TRM)
defines six support application categories: Multimedia, Communications, Business Processing,
Environment Management, Database Utilities, and Engineering Support. The definitions of these categories
are found in the TAFIM 3.0, Volume 2, DoD Technical Reference Model, 30 April 1996.

2.2-2
JTA Version 2.0
26 May 1998




2.2.2.2 Application Platform Entity

The Application Platform Entity is the second layer of the DoD TRM, and includes the common, standard
services upon which the required functionality is built. The Application Platform Entity is composed of
service areas and cross-area services. The corresponding mandates are provided in the following
subsections. ’ '

2.2.2.2.1 Service Areas

Seven primary service areas are defined within the Application Platform Entity: Software Engineering,
User Interfaces, Data Management, Data Interchange, Graphics, Communications, and Operating System
Services.

2.2.2.2.1.1  Software Engineering Services

The software engineering services provide system developers with the tools that are appropriate to the
development and maintenance of applications. There are no mandated standards for this service area.

Language services provide the basic syntax and semantic definition for use by developers to describe the
desired software function. »

“Programming language selections should be made in the context of the system and software engineering
factors that influence overall life-cycle costs, risks, and potential for interoperability.”’

Computer languages should be used in such a way as to minimize changes when compilers, operating
systems or hardware change. To maximize portability, the software should be structured where possible so
it can be easily ported.

2.2.2.2.1.2 User Interface Services

User Interface Services control how a user interfaces with an information technology system. The
Common Desktop Environment (CDE) provides a common set of desktop applications and management
capabilities for environments similar to the Microsoft Windows desktop environment. CDE supports Open
Software Foundation (OSF) Motif based application execution. Both CDE and Motif applications use the
underlying X-Windows system. The Win32 Application Program Interface (API) set provides similar
services for Microsoft Windows applications. Applications that require user interaction shall use either
Motif/X-Window APIs and be capable of executing in the CDE or the applicable native windowing Win32
APIs. The following standards are mandated:

e (507, Window Management (X11R5): X-Window System Protocol, X/Open CAE Specification,
April 1995.

e (508, Window Management (X11R5): Xlib - C Language Binding, X/Open CAE Specification, April
1995.

e (509, Window Management (X11R5): X Toolkit Intrinsics, X/Open CAE Specification, April 1995.

e (510, Window Management (X11R5): File Formats & Application Conventions, X/Open CAE
Specification, April 1995.

e (320, Motif Toolkit API, X/Open CAE Specification, April 1995.
e X/Open C323, Common Desktop Environment (CDE) Version 1.0, April 1995.

e Win32 APIs, Window Management and Graphics Device Interface, Volume 1 Microsoft Win32
Programmers Reference Manual, 1993 or later, Microsoft Press.

Refer to Section 2.5 for Human-Computer Interface (HCI) style guidance and standards.

! Additional guidance may be found in the memorandum "Use of the Ada Programming Language" by
ASD (C31), April 29, 1997, DoD 5000.2-R, and DoDD 3405.1.
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2.2.2.2.1.3  Data Management Services

Central to most systems is the sharing of data between applications. The data management services provide
for the independent management of data shared by multiple applications.

These services support the definition, storage, and retrieval of data elements from Database Management
Systems (DBMSs). Application code using Relational Database Management System (RDBMS) resources
and COTS RDBMSs shall conform to the requirements of Entry Level Structured Query Language (SQL).
The following standards are mandated for any system using an RDBMS:

e ISO/IEC 9075: 1992 Information Technology - Database Language - SQL, as modified by FIPS PUB
127-2: 1993, Database Language for Relational DBMSs. (Entry Level SQL).

In addition, the SQL/Call Level Interface (CLI) addendum to the SQL standard provides a standard CLI
between database application clients and database servers. The following API is mandated for both
database application clients and database servers:

e  Open Data-Base Connectivity, ODBC 2.0.

222214  DataInterchange Services

The data interchange services provide specialized support for the exchange of data and information
between applications and to and from the external environment. These services include document, graphics
data, geospatial data, still imagery data, motion imagery data, multimedia data, product data, atmospheric
data, oceanographic data, and time-of-day data.

2.2.22.14.1 Document Interchange

The Standard Generalized Markup Language (SGML) format supports the production of documents which
are intended for long-term storage and electronic dissemination for viewing in multiple formats. SGML
formalizes document mark-up, making the document independent of the production and/or publishing
system. SGML is an architecture-independent and application-independent language for managing
document structures. SGML is a meta-language, providing the rules for designing and applying a system of
markup tags rather than the specific set of tags. The following standard is mandated:

e ISO 8879: 1986, Standard Generalized Markup Language (SGML) with Amendment 1, 1998.

The Hypertext Markup Language (HTML) is used for hyper-text formatted and navigational linked
documents. For hypertext documents intended to be interchanged via the World Wide Web (WWW) or
made available via organizational intra-nets, the following standard is mandated:

e REC-html-971218, Hypertext Markup Language (HTML), Internet Version 4.0, Reference
Specification, World Wide Web Consortium (W3C), 18 December 1997 - Interchange format used by
the WWW for hypertext format and embedded navigational links.

Table 2.2-1 identifies file formats for the interchange of common document types such as text documents,
spreadsheets, and presentation graphics. Some of these formats are controlled by individual vendors, but all
of these formats are supported by products from multiple companies. In support of the standards mandated
in this section, Table 2.2-1 identifies conventions for file name extensions for documents of various types.
The following file formats are mandated, but not the specific products mentioned:

e  All applications acquired or developed for the production of documents shall be capable of generating
at least one of the formats listed in Table 2.2-1 for the appropriate document type.

e  All organizations shall at a minimum be capable of reading and printing all of the formats listed below
for the appropriate document type.
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Table 2.2-1 Common Document Interchange Formats

Document Standard/Vendor Recommended File | Reference
Type Format Name Extension
Plain Text ASCII Text Axt ISO/IEC = 646:1991
. IRV
Compound Adobe PDF 3.0 .pdf Vendor
Document* HTML 4.0 .htm W3C
MS Word 6.0 .doc Vendor
Rich Text Format atf Vendor
WordPerfect 5.2 .Wp5 Vendor
Briefing - Freelance Graphics 2.1 .pre Vendor
Graphic MS PowerPoint 4.0 .ppt Vendor
Presentation
Spreadsheet Lotus 1-2-3 Release 3.x | .wk3 Vendor
MS Excel 5.0 Xls Vendor
Database Dbase 4.0 .dbf Vendor
Compression | GZIP file format .2z RFC 1952
Zip file format .Zip Vendor

Notes: * - Compound documents contain embedded graphics, tables, and formatted text. OLE linking complicates
document interchange. IRV is International Reference Version. Note that some special fonts, formatting, or features
supported in the native file format may not convert accurately.

2.2.2.2.14.2 Graphics Data Interchange

These services are supported by device-independent descriptions of the picture elements for vector and
raster graphics. The ISO Joint Photographic Expert Group (JPEG) standard describes several alternative
algorithms for the representation and compression of raster images, particularly for photographs. The
standard does not specify an interchange format for JPEG images, which led to the development of the
JPEG File Interchange Format (JFIF) format. Graphics Interchange Format (GIF) and JFIF are de facto
standards for exchanging graphics and images over the internet. GIF supports lossless compressed images
with up to 256 colors and short animation segments. GIF is mandated for use on an internet when such a
format is needed. Note that Unisys owns a related patent, which requires a license for software that writes
the GIF format. Readers of the GIF format have no royalty obligations. JFIF supports compressed images
and is mandated for the interchange of lossy compressed, non-georeferenced photographic images over an
internet (under Graphics Data Interchange). The following standards are mandated:

e ANSI/ISO/IEC 8632.1-4:1992 (R1997); ISO 8632:1992 with Amendment 1:1994 and Amendment
2:1995 as profiled by FIPS PUB 128-2: 17 April 1996, Computer Graphics Metafile (CGM)-
Interchange format for vector graphics data.

e JPEG File Interchange Format (JFIF), Version 1.02, C-Cube Microsystems for raster graphics data
encoded using the ISO/IEC 10918-1:1994, Joint Photographic Experts Group (JPEG) algorithm.

e  Graphics Interchange Format (GIF), Version 89a, 31 July 1990, CompuServe Incorporated.

2222143 Geospatial Data Interchange

Geospatial services are also referred to as mapping, charting, and geodesy (MC&G) services. Raster
Product Format (RPF) defines a common format for the interchange of raster-formatted digital geospatial
data among DoD Components. Existing geospatial products which implement RPF include Compressed
Arc Digitized Raster Graphics (CADRG), Controlled Image Base (CIB), and Digital Point Positioning Data
Base (DPPDB). For raster-based products, the following standard is mandated:

e MIL-STD-2411A, Raster Product Format, 6 October 1994; with Notice of Change, Notice 1, 17
January 1995.
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Vector Product Format (VPF) defines a common format, structure, and organization for data objects in
large geographic databases that are based on a georelational data model and intended for direct use.
Existing geospatial products which implement VPF include Vector Map (VMap) Levels 0-2, Urban Vector
Map (UVMap), Digital Nautical Chart (DNC), Vector Product Interim Terrain Data (VITD), Digital
Topographic Data (DTOP), and World Vector Shoreline Plus (WVS+). For vector-based products, the
following standard is mandated:

e  MIL-STD-2407, Interface Standard for Vector Product Format (VPF), 28 June 1996.

WGS 84, a Conventional Terrestrial Reference System (CTRS), is mandated for representation of a
reference frame, reference ellipsoid, fundamental constants, and an Earth Gravitational Model with related
geoid. Included in the Reference System are parameters for transferring to/from other geodetic datums.
WGS 84 will be used for all joint operations and is recommended for use in multinational and unilateral
operations after coordination with allied commands (CJCS). The following standard is mandated:

e MIL-STD-2401, Department of Defense World Geodetic System (WGS 84), 11 January 1994,

FIPS PUB 10-4 provides a list of the basic geopolitical entities in the world, together with the principal
administrative divisions that comprise each entity. For applications involving the interchange of geospatial
information requiring the use of country codes, the following standard is mandated:

e FIPS PUB 104, Countries, Dependencies, Areas of Special Sovereignty, and Their Principal
Administrative Divisions, April 1995. :

Additional information on other Geospatial services not identified in the mandated standards is available in
NIMAL 805-IA, NIMA GGI&S List of Products and Services, January 1997.

2.2.2.2.144 Sfill Imagery Data Interchange

The National Imagery Transmission Format Standard (NITFS) is a DoD and Federal Intelligence
Community suite of standards for the exchange, storage, and transmission of digital imagery products and
image related products. NITFS provides a package containing information about the image, the image
itself, and optional overlay graphics. The Standard provides a ‘package’ containing an image(s), subimages,
symbols, labels, and text as well as other information related to the image(s). NITF supports the
dissemination of secondary digital imagery from overhead collection platforms. Guidance on applying the
suite of standards composing NITFS can be found in MIL-HDBK-1300A. The following standards are
mandated for imagery product dissemination:

e MIL-STD-2500A, National Imagery Transmission Format (Version 2.0) for the National Imagery
Transmission Format Standard, 12 October 1994, Revised 7 February 1997.

e MIL-STD-188-196, Bi-Level Image Compression for the National Imagery Transmission Format
Standard, 18 June 1993.

e MIL-STD-188-199, Vector Quantization Decompression for the National Imagery Transmission
Format Standard, 27 June 1994.

e MIL-STD-2301A, Computer Graphics Metafile (CGM) Implementation Standard for the National
Imagery Transmission Format Standard, 18 June 1993, with Notice of Change 1, 12 October 1994,
profiled by ANSI/ISO 8632:1992 Computer Graphics Metafile (CGM) for the Storage and Transfer of
Picture Description Information.

e ISO/IEC 10918-1: 1994, Joint Photographic Experts Group (JPEG) as profiled by
MIL-STD-188-198A, Joint Photographic Experts Group (JPEG) Image Compression for the National
Imagery Transmission Format Standard, 15 December 1993. Although the NITFS uses the same ISO
JPEG algorithm as mandated in Section 2.2.2.2.1.4.2, the NITFS file format is not interchangeable
with the JFIF file format.

Communication protocols for transmission of imagery over point-to-point tactical data links in high Bit
Error Rate (BER), disadvantaged communications environments are specified in Section 2.3.2.1.4.
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2.2.2.2.14.5 Motion Imagery Data Interchange

Motion Imagery is sequential or continuous streaming images at specified temporal rates (normally
expressed as frames per second) at frame rates of 1 Hz (1 frame per second) or higher.

2.2.2.2.14.5.1  Video Systems

Video systems, defined as electro-optical motion imagery whose formats are governed by national and
international standards, are divided into four categories:

1. Video Imagery Systems create, transmit, edit, store, archive or disseminate digital video for real-time,
near-real time or for other end-user product distribution, usually in support of Intelligence,
Reconnaissance, and Surveillance (ISR) activities.

2. Video Teleconference Systems provide real-time visual interchange between remote locations typically
in support of meetings. When video teleconference systems are used for the display of Video Imagery,
the standards in the Video Imagery section apply.

3. Video Telemedicine Systems provide real-time visual interchange between remote locations in
biomedical applications including fiber optic and video teleconferencing.

4. Video Support Systems enable end-user applications associated with video based training; news
gathering or other non-critical functions that do not directly support the warfighter. This includes
traditional studio and field video productions which are not associated with DoD warfighter operations.

The standards and use directives for each class of video system are noted in the following sections:

2.2.2.2.1.4.5.1.1 Video Imagery

The “DoD/IC/USIGS Video Imagery Standards Profile (VISP),” Version 1.21, 7 January 1998, describes
the minimum set of standards and guidelines for the acquisition of systems that produce, use, or exchange
Video Imagery information. The United States Imagery and Geospatial Information System (USIGS) is the
federation of organizations within U.S. government that collectively or individually acquire, produce, or
deliver imagery, imagery intelligence, and geospatial information and services. The VISP identifies
commercial standards that support interoperability for USIGS environments. Digital video standards (as
defined in the VISP) are for use in all new or upgraded DoD systems. Legacy video imagery systems that
currently use analog formats may continue to use their existing analog components. The following
standards, as profiled in VISP 1.21, 7 January 1998, are mandated for video imagery:

e ITU-R BT.601-4, Encoding Parameters of Digital Television for Studios, Component (4:2:2) Digital
Video, 1994, shall be used for baseband (uncompressed) video signal waveforms.

e ANSI/SMPTE 259M-1993, Television - 10 bit 4:2:2 Component (Serial Digital Interface), 1993, using
ITU-R BT.601-4 Component (4:2:2) digital video waveforms, shall be the uncompressed baseband
signal transport and processing standard for digital video, audio and metadata origination, system
interface, production/analysis center processing and manipulation.

e ISO/EC 13818 - 1,2,4 “MPEG-2, 4:2:2 Profile @ Main Level” (4:2:2 P @ ML), 1996 shall be the
compression profile for initial link origination, transmission, production, manipulation, and computer
based archiving (disk based) where further image processing is anticipated.

e ISO/IEC 13818 — 1,2,4 “MPEG-2, 4:2:0 Main Profile @ Main Level” (MP @ ML), 1996 shall be the
minimum quality compression profile for end-user video product distribution, including wide area
transmissions, where limited additional image processing is anticipated and where bandwidth
limitations preclude use of 4:2:2 P @ ML. '

e ANSI/SMPTE 12M-1995, Television, Audio and Film - Time and Control Code, commonly known as
Society and Motion Picture and Television Engineers (SMPTE) time code, shall be the standard for
time annotation and embedded time references for video systems. Furthermore, within 12M, Vertical
Interval Time Code (VITC), Drop Frame shall be used for 29.97 FPS systems, Non-Drop Frame Time
Code shall be used for 24, 25, 30, 50, and 60 FPS systems. Note: Analog NTSC systems are based on
29.97 FPS.
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The standards for Video Imagery section does not completely define an architecture for interoperability for
low bandwidth (below 1.5 Mbits/s) real-time streaming applications. Standards for such low bandwidth
applications are actively under development. Until such standards are available, users may use “MPEG-1"
or “MPEG-2 4:2:0 MP@ML. Adaptive Field Frame” standards for low bandwidth video applications. DoD
users that adopt proprietary video compression systems for very low bandwidth applications are cautioned
that such systems are generally not supported within DoD and that the interoperability of such systems is
not assured.

2.2.2.2.1.4.5.1.2 Video Teleconference
Video Teleconferencing (VTC) standards are specified in Section 2.3.2.1.2.

2.2.2.2.1.4.5.1.3 Video Telemedicine

Video Telemedicine System interchange standards will be addressed in a later version of the JTA.

2.2.2.2.1.4.5.1.4 Video Support

MPEG-1 is an open international standard for video compression that has been optimized for single and
double-speed CD-ROM data transfer rates. The standard defines a bit-stream representation for
synchronized digital video and audio, compressed to fit into a bandwidth of 1.5 Mbits/s. This corresponds
to the data retrieval speed from CD-ROM and Digital Audio Tape (DAT). With 30 frames per second video
at a display resolution of 352 x 240 pixels, the quality of compressed and decompressed video at this data
rate is often described as similar to a VHS recording. A major application of MPEG is the storage of
audiovisual information on CD-ROM and DAT. MPEG is also gaining ground on the Internet as an
interchange standard for video clips because the shell format is interoperable across platforms and
considered to be platform-independent. The following standards are mandated:

e ISO/IEC 11172-1: 1993 Coding of moving pictures and associated audio for digital storage media at
up to about 1.5 Mbits/s — Part 1: Systems, 1993.

e ISO/IEC 11172-1: 1993/Cor. 1:1995 Coding of moving pictures and associated audio for digital
storage media at up to about 1.5 Mbits/s — Part 1: Systems Technical Corrigendum 1; 1993/1995.

e ISO/IEC 11172-2: 1993 Coding of moving pictures and associated audio for digital storage media at
up to about 1.5 Mbits/s — Part 2 Video; 1993.

MPEG-2 Main Profile @ Main Level MP@ML) 4:2:0 systems are fully backward compatible with the
MPEG-1 standard. MPEG-2 MP@ML can be used with all video support systems (storage, broadcast,
network) at bit rates from 3 to 10 Mbits/s, where limited additional processing is anticipated, operating in
either progressive or interlaced scan mode, optimally handling the resolution of the ITU-R 601
recommendation (that is, 720 x 480 pixels for the luminance signal and 360 x 480 pixels for the color
space). The following video support standards for compressed video are mandated:

e ISO/IEC 13818-1: 1996 - Generic Coding of Moving Pictures and Associated Audio Information - Part
1: Systems (MPEG-2); 1996, with Amendment 1:1997. (The identical text is also published as ITU-T
Rec. H.222.0.).

e ISO/IEC 13818-2: 1996 - Generic Coding of Moving Pictures and Associated Audio Information - Part
2: Video (MPEG-2); 1996, with Amendment 1:1997 and Amendment 2:1997. (The identical text is
also published as ITU-T Rec. H.262).

The following video support applications will be addressed in a later version of the JTA:
— Moving Target Indication (MTI)

—  Synthetic Aperature Radar (SAR)

— Infrared (IR)
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2.2.2.2.14.6 Audio Data Interchange

Effective compression of audio data depends not only upon data compression techniques but also upon the
application of a psycho-acoustic model that predicts which sounds humans are likely to be able to hear or
not hear in given situations. The sounds selected for elimination depend on the bit rate available for
streaming the audio data when the file is decoded and played. Therefore, the best selection of a file format
depends upon the bandwidth assumed to be available on the platform that will decode the file. For audio
files intended to be decoded in an environment with a target bit rate of about 56 to 64 kilobits per second
(Kbits/s) per audio channel, the following format is mandated.

e ISO/EC 11172-3: 1993, Encoding of moving pictures and associated audio for digital storage media at
up to about 1.5 Megabits per second (Mbits/s) — Part 3 (Audio Layer-3 only).

e ISO/IEC 11172-3/Cor. 1: 1996, Encoding of moving pictures and associated audio for digital storage
media at up to about 1.5 Mbits/s — Part 3: Audio Technical Corrigendum (Audio Layer-3 only).

e ISO/EC 11172-1: 1993 Coding of moving pictures and associated audio for digital storage media at
up to about 1.5 Mbits/s — Part 1: Systems, 1993.

e ISO/IEC 11172-1: 1993/Cor. 1:1995 Coding of moving pictures and associated audio for digital
storage media at up to about 1.5 Mbits/s — Part 1: Systems Technical Corrigendum 1, 1993/1995.

2.2.2.2.14.6.1  Audio Associated with Video

The classes of audio in support of video have been subdivided into four categories:

1. Audio for Video Imagery Systems create, transmit, edit, store, archive or disseminate audio for real-
time, near-real time and other end-user product distribution, usually in support of Intelligence,
Reconnaissance, and Surveillance (ISR) activities.

2. Audio for Video Teleconference Systems provide real-time verbal interchange between remote
locations, typically in support of meetings. When video teleconference systems are used for the display
of Video Imagery, the standards in the Audio for Video Imagery section apply.

3. Audio for Video Telemedicine Systems provide real-time visual interchange between remote locations
in support of biomedical applications including fiber optic and video teleconferencing.

4. Audio for Video Support Systems enable end-user applications associated with video/audio based
training; news gathering; or other non-critical functions that do not directly support the warfighter.
This includes traditional studio and field productions which are not associated with DoD warfighting
operations.

The standards and use directives for each category of audio application are given in the following sections.

2.2.2.2.1.4.6.1.1 Audio for Video Imagery

For audio systems associated with Video Imagery applications, the audio sub-sections of the “USIGS
Video Imagery Standards Profile (VISP),” Version 1.21, 7 January 1998 apply. The following standards are
mandated:

e  ANSI S4.40-1992/AES3-1992, AES (Audio Engineering Society) Recommended Practice for Digital
Audio Engineering - Serial transmission format for two-channel linearly represented digital audio data,
1992 (reaffirmed and amended 1997). Used for digital audio signal interchange in uncompressed
digital video.

e ISO/IEC 13818-3:1995, Information technology - Generic coding of moving pictures and associated
audio information, with Amendment 1:1996. Used for compressed digital audio systems, MPEG-2 Part
3: Audio. '

2.2.2.2.1.4.6.1.2 Audio for Video Teleconference
Video Teleconferencing (VTC) standards are specified in Section 2.3.2.1.2.
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2.2.2.2.1.4.6.1.3 Audio for Video Telemedicine

Audio for Video Telemedicine system interchange standards will be addressed in a later version of the JTA.

2.2.2.2.1.4.6.1.4 Audio for Video Support

Effective compression of audio data depends not only upon data compression techniques but also upon the
apphcatlon of a psycho-acoustic model that predicts which sounds humans are likely to be able to hear or
not hear in given situations. The sounds selected for elimination depend on the bit rate available for
streaming the audio data when the file is decoded and played. Therefore, the best selection of a file format
depends upon the bandwidth assumed to be available on the platform that will decode the file. For audio
files intended to be decoded in an environment with a target bit rate of about 56 to 64 kilobits per second
(Kbits/s) per audio channel, the following format is mandated:

e ISO/IEC 11172-3: 1993, Encoding of moving pictures and associated audio for digital storage media at
up to about 1.5 Mbits/s - Part 3 (Audio Layer-3 only).

e ISO/IEC 11172-3/Cor. 1: 1996, Encoding of moving pictures and associated audio for digital storage
media at up to about 1.5 Mbits/s - Part 3: Audio Technical Corrigendum (Audio Layer-3 only).

2.2.2.2.1.4.6.2  Audio Not Associated with Video Systems

Formats for the exchange of stand-alone audio will be addressed in a later version of the JTA.

2.2.2.2.14.7 Multimedia Data Interchange

Formats for the exchange of multimedia data will be addressed in a later version of the JTA.

2.2.2.2.14.8 Product Data Interchange.

Formats for the exchange of product data are not addressed in the main body of the JTA.

2.2.2.2.14.9 Atmospheric Data Interchange

The following formats are established by the World Meteorological Organization (WMO) Commission for
Basic Systems (CBS) for meteorological data. The WMO Format for the Storage of Weather Product
Information and the Exchange of Weather Product Messages in Gridded Binary (GRIB) Form. GRIB was
developed for the transfer of gridded data fields, including spectral model coefficients, and of satellite
images. A GRIB record (message) contains values at grid points of an array, or a set of spectral
coefficients, for a parameter at a single level or layer as a continuous bit stream. It is an efficient vehicle for
transmitting large volumes of gridded data to automated centers over high speed telecommunication lines
using modern protocols. It can serve as a data storage format. While GRIB can use predefined grids,
provisions have been made for a grid to be defined within the message. The following standard is
mandated:

e FM 92-X Ext. GRIB WMO No. 306, Manual on Codes, International Codes, Volume 1.2 (Annex I to_
WMO Technical Regulations) Parts B and C.

The WMO Binary Universal Format for Representation (BUFR) is used for interchange of meteorological
data. Besides being used for the transfer of data, BUFR is used as an on-line storage format and as a data
archiving format. A BUFR record (message) containing observational data of any sort also contains a
complete description of what those data are: the description includes identifying the parameter in question,
(height, temperature, pressure, latitude, date, and time), the units, any decimal scaling that may have been
employed to change the precision from that of the original units, data compression that may have been
applied for efficiency, and the number of binary bits used to contain the numeric value of the observation.
BUFR is a purely binary or bit oriented form. The following standard is mandated:

e FM 94-X Ext. BUFR WMO No. 306, Manual on Codes, International Codes, Volumc 1.2 (Annex II to
WMO Technical Regulations) Parts B and C.

2.2-10
JTA Version 2.0
26 May 1998




2.2.2.2.14.10 Oceanographic Data Interchange

Standard transfer formats are required for the pre-distribution of oceanographic information. WMO GRIB
and the BUFR file transfer formats are used for this purpose. The GRIB and BUFR formats include several
extensions, including provision for additional variables, additional originating models, a standard method to
encode tables and line data; a method to encode gnds (tables) with an array of data at each grid point (table
entry); and a method to encode multiple levels in one GRIB message. There is also a possible need to
incorporate a method for vector product data. The following WMO CBS format for oceanographic data is
mandated:

e FM 94-X Ext. BUFR WMO No. 306, Manual on Codes, International Codes, Volume 1.2 (Annex I to
WMO Technical Regulations) Parts B and C.

2.2.2.2.14.11 Time of Day Data Interchange

Coordinated Universal Time (UTC), traceable to UTC(USNO) maintained by the U.S. Naval Observatory
(USNO), shall be used for time of day information exchanged among DoD systems. Time of day
information is exchanged for numerous purposes including time stamping events, determining ordering,
and synchronizing clocks. Traceability to UTC(USNO) may be achieved by various means depending on
system-spemﬁc accuracy requirements. These means may range from a direct reference via a GPS time
code receiver to a manual interface involving an operator, wristwatch, and telephone based time service.
The UTC definition contained in the following standard, traceable to UTC(USNO), is mandated:

e ITU-R Recommendation TF.460-4, Standard-frequency and Time-signal Emissions, International
Telecommunications Union, July 1986.

Note that the Global Positioning System (GPS) provides time of day information that is traceable to
UTC(USNO). Also, note that leap seconds are inserted or deleted when necessary in UTC to keep the time
of day system synchronized with the Earth’s rotation.

2.2.2.2.1.5  Graphic Services

These services support the creation and manipulation of graphics. The following standards are mandated
for non-COTS graphics development:

e ANSIISO/MEC 9636-1,2,3,4,5,6:1991 (R1997), Information Technology Computer Graphics
Interfacing (CGI) Techniques for Dialogue with Graphics Devices.

e The OpenGL Graphics System: A Specification (Vers1on 1.1) 25 June 1996 (for three-dimensional
graphics).

2.2.2.2.1.6 Communications Services

These services support the distributed applications that require data access and applications interoperability
in networked environments. The mandated standards are provided in Section 2.3.

2.2.2.2.1.7  Operating System Services

These core services are necessary to operate and administer a computer platform and to support the
operation of application software. They include kernel operations, shell, and utilities. The kernel controls
access to information and the underlying hardware. These services shall be accessed by applications
through either the standard Portable Operating System Interface (POSIX) or WIN32 APIs. Not all
operating system services are required to be implemented, but those that are used shall comply with the
standards listed below.

The following standards are mandated:

Note: References to "C language” are part of the formal titles of some standards in this section, denoting
the language used to define the standard.

e ISO/IEC 9945-1:1996, Information Technology — Portablé Operating System Interface (POSIX) — Part
1: System Application Program Interface (API)[C language] (Mandated Services).
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e ISO/IEC 9945-1:1996:(Real-time Extensions) to ISO/IEC 9945-1:1996, Information Technology -
Portable Operating System Interface (POSIX) — Part 1: System Application Program Interface (API)
[C language] (Real-time Optional Services).

e ISO/IEC 9945-1:1996:(Thread Extensions) to ISO/IEC 9945-1:1996, Information Technology -
Portable Operating System Interface (POSIX) — Part 1: System Application Program Interface (API)
[C language] (Thread Optional Services).

e ISO/IEC 9945-2: 1993, Information Technology - Portable Operating System Interface (POSIX) - Part
2: Shell and Utilities, as profiled by FIPS PUB 189: 1994, Information Technology - Portable
Operating System Interface (POSIX) — Recommendations (Section 12) and Implementation Guidance
(Section 13).

e IEEE 1003.2d: 1994, POSIX — Part 2: Shell and Utilities — Amendment: Batch Environment.

e IEEE 1003.5: 1992, IEEE Standard for Information Technology — POSIX Ada Language Interfaces —
Part 1: Binding for System Application Program Interface (API) with Interpretations, March 1994.

e IEEE 1003.5b: 1996, IEEE Standard for Information Technology — POSIX Ada Language Interfaces —
Part 1: Binding for System Application Program Interface (API) — Amendment 1: Real-time
Extensions. (Incorporates IEEE 1003.5:1992).

e Win32 APIs, Window Management and Graphics Device Interface, Volume 1 Microsoft Win32
Programmers Reference Manual, 1993 or later, Microsoft Press.

2.2.2.2.2 Application Platform Cross-Area Services

The DoD TRM defines four application platform cross-area services: Internationalization, Security, System
Management, and Distributed Computing Services.

2.2.2.2.2.1 Internationalization Services

The internationalization services provide a set of services and interfaces that allow a user to define, select,
and change between different culturally related application environments supported by the particular
implementation. These services include character sets, data representation, cultural convention, and native
language support.

In order to interchange text information between systems, it is fundamental that systems agree on the
character representation of textual data. The following character set coding standards, which build upon the
ASCII character set, are mandated for the interchange of 8-bit and 16-bit textual information respectively:

e ANSI/JISO 8859-1:1987, Information Processing — 8-Bit Single Byte Coded Character Sets, Part 1:
Latin Alphabet No. 1.

o ISO/IEC 10646-1:1993, Information Technology - Universal Multiple-Octet Coded Character Set
(UCS) - Part 1: Architecture and Basic Multilingual Plane with Technical Corrigendum 1:1996.

2.2.2.2.2.2  Security Services

These services assist in protecting information and computer platform resources. They must often be
combined with security procedures, which are beyond the scope of the information technology service
areas, to fully meet security requirements. Security services include security policy, accountability, and
assurance. (Note: Security Service standards have been consolidated in Section 2.6.)

2.2.2.2.2.3  System Management Services

These services provide capabilities to manage an operating platform and its resources and users. System
management services include configuration management, fault management, and performance
management. Network Management mandated standards are provided in Section 2.3.2.4. There are no
standards currently mandated for systems management. Emerging Network Management Standards can be
found in Section 2.3.3.5.
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2.2.2.2.24  Distributed Computing Services

These services allow various tasks, operations, and information transfers to occur on multiple, physically-
or logically-dispersed, computer platforms. These services include, but are not limited to: global time; data,
file, and name services; thread services; and remote process services. There are two categories of
Distributed Computing Services: Remote Procedure Computing and Distributed Object Computing.

2.2.2.2.24.1 Remote Procedure Computing

The mandated standards for remote procedure computing are identified in the Open Group Distributed
Computing Environment (DCE) Version 1.1. The mandated standards are:

e (310, DCE 1.1: Time Services Specification, X/Open CAE Specification, November 1994.

e (311, DCE 1.1: Authentication and Security Services, Open Group CAE Specification, August 1997.
e (705, DCE 1.1: Directory Services, Open Group CAE Specification, August 1997.

e C706, DCE 1.1: Remote Procedure Call, Open Group CAE Specification, August 1997.

The C311 specification is included here to provide the complete definition of the DCE. Section 2.6,
Information Systems Security Standards, specifies the other security requirements that must be met.

When used in conjunction with the POSIX Threads Extensions, the recommendations of the Open Group’s
Single UNIX Specification 1998 (UNIX 1998) is expected to integrate the DCE thread model with the
POSIX thread model.

2.2.2.2.24.2 Distributed Object Computing

The mandate for distributed object computing is interworking with the Object Management Group (OMG)
Object Management Architecture (OMA), composed of the Common Object Request Broker Architecture
(CORBA), CORBAservices, and CORBAfacilities. The CORBA specification defines the interfaces and
services for Object Request Brokers, including an Interface Definition Language (IDL) and the Internet
Inter-ORB Protocol (IIOP). CORBAservices define interfaces and semantics for services required to
support distributed objects, such as naming, security, transactions, and events. CORBAfacilities defines
interfaces and semantics for services required to support functions such as compound document
manipulation. Interworking is the exchange of meaningful information between computing elements
(semantic integration). Application Level Interworking, for CORBA, results in CORBA clients interacting
with non-CORBA servers and non-CORBA clients interacting with CORBA servers. For OLE/COM,
Application Level Interworking results in COM/OLE clients interacting with non-COM/OLE servers and
non-COM/OLE clients interacting with COM/OLE servers.

The CORBA interoperability mandate does not preclude the use of other distributed object technologies,
such as ActiveX/DCOM or Java, as long as the capability for interworking with CORBA applications and
objects is maintained by the non-CORBA system. Products are available that allow interworking among
distributed object techniques. Interworking with the following specification is mandated:

e The Common Object Request Broker: Architecture and Specification, Version 2.1, OMG document
formal/1 September 1997.

When a CORBA Object Request Broker (ORB) is used, the following specifications are mandated:

e Naming Service, 7 December 1993, contained in CORBAservices: Common Object Services
Specification, OMG Document formal/4 July 1997.

e Event Notification Service, 7 December 1993, contained in CORBAservices: Common Object
Services Specification, OMG Document formal/24 February 1997.

e Object Transaction Service, 6 December 1994, contained in CORBAservices: Common Object
Services Specification, OMG Document formal/24 February 1997.
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223 Emerging Standards

The standards listed in this subsection are expected to be elevated to mandatory status when
implementations of the standards mature.

2.2.3.1 User Interface

The Open Group released version 2.1 of the Common Desktop Environment (CDE) which integrates the
Motif 2.1 graphical user interface, X Window System (X11R6), and CDE to standardize application
presentations in distributed multi-platform environments. This framework provides not only mechanisms
for graphical display of common objects, but also standard interprocess communication mechanisms and a
set of commonly-used desktop tools (e.g., file manager and mail tool) that are relevant to many domains.

2.23.2 Data Management

Within Data Management Services, standards for both RDBMS and Object-Oriented Database
Management Systems (OODBMSs) will continue to evolve and mature. In the RDBMS domain, SQL3 is
being developed by the ANSI X3H2 committee. In the OODBMS domain, the Object Database
Management Group (ODMG) is evolving from the ODMG-93 specification to the ODMG-9x standard.
SQL3 and ODMG-9x are being developed in parallel to ensure as much commonality as possible.

2.2.33 Data Interchange

2.2.3.3.1 Document Interchange

The eXtensible Markup Language (XML), REC-xml-19980210, Extensible Markup Language, W3C
Recommendation, 10 February 1998, is being defined by the World Wide Web Consortium (W3C) and is a
metalanguage, based on SGML, for describing languages based on name-attribute tuples. XML allows
domain specific markup languages and customized, application-specific markup languages to be defined
through the use of application profiles using application-specific tagged data items. The resulting XML
documents are conforming SGML documents that, while primarily intended for use in the exchange of
metadata, support the embedding of URLs and style sheets. This allows XML tags to be used to represent
concepts at multiple levels of abstraction, facilitate metadata searches, provide direct access to data
described by the metadata, and provide information as to how to obtain data that is not available directly
on-line. Finally, XML allows new capabilities to be defined and delivered dynamically.

2.2.3.3.2 Graphics Data Interchange

The Portable Network Graphics (PNG) format (IETF RFC-2083 PNG Specification Version 1.0, 16
January 1997) has been developed as a patent-free replacement for GIF. PNG is an extensible file format
for the lossless, portable, well-compressed storage of raster images. Indexed-color, grayscale, and truecolor
images are supported, plus an optional alpha channel for transparency. The Internet Media Type image/png
was approved on 14 October 1996. The PNG specification was issued as a W3C Recommendation on 1
October 1996. Product support for PNG is growing, but is not yet sufficient to justify mandating the use of
the format.

2.2.3.3.3 Virtual Reality Modeling Language

The Virtual Reality Modeling Language (VRML) is developing into a commercial standard with
capabilities for 3-D representation of data.

2.23.34 Geospatial Data Interchange

DIGEST (Digital Geographic Information Exchange Standard) 2.0, June 1997, has been developed by the
DGI Working Group (DGIWG) to support the transfer of DGI between GISs in DoD, U.S., NATO, and co-
producer countries. The DIGEST is evolving to supersede many of the MIL-STDs, such as MIL-STD-
2411, Vector Product Format, that are currently maintained by the DoD.
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Some Geospatial MIL-STDs are being reclassified as Interface Standards. Draft MIL-STD-2405, Datums,
Coordinates, and Grids is being revised as an Interface Standard.

The NIMA Technical Report for the DoD World Geodetic System (WGS-84) 1984, NIMA TR8350.2,
Third Edition, 4 July 1997, has been updated and approved. The report has been submitted for joint review
and the development of an implementation plan. TR8350.2 is the technical implementation of MIL-STD-
2401, DoD World Geodetic System (WGS84).

2.2.3.3.5 Still Imagery Data Interchange

MIL-STD-2500B, National Imagery Transmission Format (Version 2.1) for the National Imagery
Transmission Format Standard has been approved, with an effective date of 1 October 1998. The NITFS is
proposed for adoption as ISO standard (ISO 12087-5 BIIF).

Several NITFS (National Imagery Transmission Format Standard) Support Data Extensions (SDEs) have
been developed to extend the functionality of the standard file format for imagery and imagery-related
products. These SDEs provide support for using the NITFS with SAR, commercial satellite imagery and
georeferenced imagery.

2.2.3.3.6 Motion Imagery Data Interchange
2.2.3.3.6.1 Video Systems

2.2.3.3.6.1.1 Video Imagery

The DoD/IC/USIGS Video Imagery Standards Profile (VISP), Version 1.21, 7 January 1998, Chapter 3
outlines emerging Standards, Profiles, and Recommended Practices for Video Imagery applications. VISP
Chapter 3 emerging video imagery standards include profiles for High Definition Television Systems
(HDTV); Advanced Television Systems (ATV); Video Metadata Systems, to include Intelligence Video
Index, Content Description Metadata; Advanced Video Index; Ancillary Data; Advanced Video Index
Encoding; Ancillary Data, Encoding into MPEG-2 Private Data Streams; Ancillary Data, Encoding into
AES3 Data Streams; Time Code Embedding; Time Reference Synchronization; and completion of all
levels of the Video Systems (Spatial and Temporal) Matrix (VSM).

It is also anticipated that MPEG-4 and MPEG-7 may be used for very low data rate video dissemination
applications (such as VSM 1 and VSM 2).

ATSC A/52 (Audio), Dolby Digital AC3 is an emerging standard for advanced television applications.

2.2.3.3.6.1.2 Yideo Teleconference

Emerging standards for video teleconferencing are covered in the Information Transfer section of the JTA,
Section 2.3.3.1.2.

2.23.3.7 Multimedia Data Interchange

The Draft “DoD Guide to Selecting Computer-Based Multimedia Standards, Technologies, Products, and
Practices”, dated 15 February 1998, defines emerging standards for DoD systems employing Multimedia.
In this context, interactivity is a key distinguishing characteristic, where “two or more media types (audio,
video, imagery, text, and data) are electronically manipulated, integrated, and reconstructed in synchrony,
where interactivity indicates an ability of a user to make decisions or selections which (can) alter the type
and sequence of information or communication.”
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2.2.34 Operating Systems

2.2.34.1 POSIX

The following POSIX standards are emerging:

— P1003.1d  Real-Time System API Extensions.

— P1003.1g  Protocol Independent Interfaces.

— P1003.1h  Services for Reliable, Available, Serviceable Systems.

— P1003.1j  Advanced Real-time System API Extensions.

— P1003.1m Checkpoint Restart.

— P1003.1q  System API: The Trace Amendment.

— P1003.13  Standardized Application Environment Profile - POSIX Real-time Application Support.
— P1003.21  Real-Time Distributed Systerns Communication.

2.2.34.2 UNIX

The X/Open Single UNIX Specification (SUS) Version 2 (T912) (previously referred to as Specification
1170, February 1997) has been updated to include POSIX real-time interfaces. Operating systems that
conform to this specification and have received the UNIX brand from X/Open are on the market. For
UNIX-based implementations, strong emphasis should be placed on acquiring systems that are SUS
conformant over those that are not.

2.2.3.4.3 Yirtual Machines

The Java Virtual Machine (JVM) and supporting libraries are an emerging standard. The JVM may be used
to support applications executed through a web browser or to support development of portable applications.
The Java Virtual Machine is defined in "The Java Virtual Machine Specification” by Tim Lindholm and
Frank Yellin, Addison-Wesley, 1997. An overview of Java libraries and their status is available on the
World Wide Web at:

http://java.sun.com/products/api-overview/index.html

2.2.3.5 Distributed Computing
— OSF-DCE Version 1.2.2 was issued to developers by the Open Group in November 1997.

Among the many emerging standards from the Object Management Group, there are three newly adopted
specifications and one soon-to-be-adopted specification that bear particular consideration: the Unified
Modeling Language (UML), the Meta-Object Facility (MOF), the COM/CORBA interworking
specification, and the Mobile Agent Facility specification. In addition, there are a wide variety of
specifications in various stages of development, including, but not limited to: real-time CORBA; a CORBA
Scripting Language; a Messaging Service; a Negotiation Service and Electronic Payment Service for
electronic commerce applications; a Healthcare Claims Facility; and much more.
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2.3 INFORMATION TRANSFER STANDARDS
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23.1 Introduction
23.1.1 Purpose

Information transfer standards and profiles are described in this section. These standards promote seamless
communications and information transfer interoperability for DoD systems.

2.3.1.2 Scope

This section identifies the information transfer standards that are required for interoperability between DoD
information technology systems. These standards support access for end-systems including host, VTC,
facsimile, GPS, and secondary imagery dissemination. Networking and internetworking standards are
identified. Transmission media standards for MILSATCOM, Synchronous Optical Network (SONET) and
radio links as well as network and systems management standards for data communications and
telecommunications are identified. Finally, emerging technologies that should be monitored for future
extension of information transfer capabilities are identified. This section includes the Communications
Services depicted in Figure 2.1-1, TAFIM DoD Technical Reference Model. Security standards are
addressed in Section 2.6.2.3. -
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2.3.1.3 Background

The standards are drawn from widely accepted commercial standards that meet DoD requirements. Where
necessary for interoperability, profiles of commercial standards are used. Military standards are mandated:
only when suitable commercial standards are not available. For example, the JTA makes use of the open-
systems architecture used by the Internet and the Defense Information System Network (DISN). System
components are categorized here as end-systems, networks and transmission media. End-systems (e.g., host
computers, terminals) generally execute applications on behalf of users and share information with other
end-systems via networks. Networks may be relatively simple (e.g., point-to-point links or subnetworks
which are homogenous in protocol stacks) or have complex internal structures of diverse subnetworks.
Routers interconnect two or more subnetworks and forward packets across subnetwork boundaries. Routers
are distinct from hosts in that they are normally not the destination of data traffic. End-systems and
networks are connected by transmission media.

2.3.2 - Mandates

This subsection identifies the mandatory standards, profiles, and practices for information transfer. Each
mandated standard or practice is clearly identified on a separate line, and includes a formal reference that
can be included within Requests for Proposals (RFP) or Statements of Work (SOW). Appendix B contains
a table that summarizes the mandated standards from this section, as well as providing information on how
to obtain the standards.

2.3.2.1 End-system Standards

This section addresses standards for the following types of end-systems: host, Video Teleconferencing
(VTC), facsimile, secondary imagery dissemination, and GPS.

2.3.2.1.1 Host Standards

Hosts are computers that generally execute application programs on behalf of users and share information
with other hosts. Internet Engineering Task Force (IETF) Standard-3 is an umbrella standard that
references other documents and corrects errors in some of the referenced documents. Standard-3 also adds
additional discussion and guidance for implementers. The following standard is mandated:

e IETF Standard 3/RFC-1122/RFC-1123, Host Requirements, October 1989.

2.3.2.1.1.1  Application Support Services

2.3.2.1.1.1.1 Electronic Mail

The standard for official organizational messaging traffic between DoD organizations is the Defense
Message System’s (DMS) X.400-based suite of military messaging standards defined in Allied
Communication Publication (ACP) 123. The ACP 123 annexes contain standards profiles for the definition
of the DMS "Business Class Messaging" (P772) capability and the Message Security Protocol (MSP).
Organizational messaging is considered a high assurance messaging service that requires authentication,
delivery confirmation, and encryption. See Section 2.6 for security standards. Since X.400 is not an internet
standard, see Section 2.3.2.1.1.2.2 for operation over Internet Protocol (IP) based networks. The following
standards are mandated:

e ACP 123, Common Messaging Strategy and Procedures, November 1994.
e ACP 123, U.S. Supplement No. 1, Common Messaging Strategy and Procedures, November 1995.

DMS has expanded its baseline to include a medium assurance messaging service. The requirements for
medium assurance messaging are less stringent than organizational messaging and can be met by existing
IP-based mail standards. This allows the augmentation of DMS to include the use of the Simple Mail
Transfer Protocol (SMTP) for medium assurance messaging. For SMTP, the following standards are
mandated:
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e IETF Standard 10/RFC-821/RFC-1869/RFC-1870, Simple Mail Transfer Protocol (SMTP) Service
Extensions, November 1995.

e IETF Standard 11/RFC-822/RFC-1049, Standard for the Format of ARPA Internet Text Messages,
August 1982.

e IETF RFCs 2045-2049, Multipurpose Internet Mail Extensions (MIME) Parts 1-5, November 1996.

2.3.2.1.1.1.2 Directory Services

2.3.2.1.1.1.2.1  X.500 Directory Services

International Telecommunications Union (ITU) X.500 provides directory services that may be used by
users or host applications to locate other users and resources on the network. While it is appropriate for all
grades of service, it must be used for high grade service where standards based access control, signed
operations, replication, paged results, and server to server communication are required. It provides -the
security services used by DMS-compliant X.400 implementations and is mandated for use with DMS. See
Section 2.6 for security standards. Since X.500 is not an internet standard, see Section 2.3.2.1.1.2.2 for
operation over IP based networks. The following standard is mandated:

e ITU-T X.500, The Directory - Overview of Concepts, Models, and Services - Data Communication
Networks Directory, 1993.

23.2.1.1.1.2.2  Lightweight Directory Access Protocol (LDAP)

LDAP (Version 2) is an internet protocol for accessing online directory services. It runs directly over TCP.
LDAP derives from the X.500 Directory Access Protocol (DAP). It is appropriate for systems which need
to support a medium grade of service where security is not an issue and access is only needed to a
centralized server. The following standard is mandated:

e IETF RFC-1777, LDAP, March 1995.

23.2.1.1.1.23 Domain Name System (DNS)

DNS is a hierarchical host management system that has a distributed database. It provides the look-up
service of translating between host names and IP addresses. DNS uses Transmission Control Protocol
(TCP)/User Datagram Protocol (UDP) as a transport service when used in conjunction with other services.
The following standard is mandated:

e IETF Standard 13/RFC-1034/RFC-1035, Domain Name System, November 1987.

23.2.1.1.1.3 File Transfer

Basic file transfer shall be accomplished using File Transfer Protocol (FTP). FTP provides a reliable file
transfer service for text or binary files. FTP uses TCP as a transport service. The following standard is
mandated:

e IETF Standard 9/RFC-959, File Transfer Protocol, October 1985, with the following FTP commands
mandated for reception: Store unique (STOU), Abort (ABOR), and Passive (PASV).

23.21.1.14 Remote Terminal

Basic remote terminal services shall be accomplished using Telecommunications Network (TELNET).
TELNET provides a virtual terminal capability that allows a user to "log on" to a remote system as though
the user’s terminal was directly connected to the remote system. The following standard is mandated:

e IETF Standard 8/RFC-854/RFC-855, TELNET Protocol, May 1983.

23.2.1.1.1.5 Network Time Synchronization

Network Time Protocol (NTP) provides the mechanisms to synchronize time and coordinate time
distribution in a large, diverse internet. The following standard is mandated:

s IETF RFC-1305, Network Time Protocol (V3), 9 April 1992.
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2.3.2.1.1.1.6 Bootstrap Protocol (BOOTP)

BOOTP is used to provide address determination and bootfile selection. It assigns an IP address to
workstations with no IP address. The following standards are mandated:

e IETF RFC-951, Bootstrap Protocol, 1 September 1985.
e IETF RFC-1533, DHCP Options and BOOTP Vendor Extensions, 8 October 1993,
e IETF RFC-1542, Clarifications and Extensions for the Bootstrap Protocol, 27 October 1993.

2.3.2.1.1.1.7 Configuration Information Transfer

The Dynamic Host Configuration Protocol (DHCP) provides an extension of BOOTP to support the
passing of configuration information to Internet hosts. DHCP consists of two parts: a protocol for
delivering host-specific configuration parameters from a DHCP server to a host, and a mechanism for
automatically allocating IP addresses to hosts. The following standard is mandated:

e IETF RFC-1541, Dynamic Host Configuration Protocol, 27 October 1993.

2.3.2.1.1.1.8 World Wide Web (WWW) Services

2.3.2.1.1.1.8.1 Hypertext Transfer Protocol (HTTP)

HTTP is used for search and retrieval within the WWW. HTTP uses TCP as a transport service. The
following standard is mandated:

e IETF RFC-1945, Hypertext Transfer Protocol - HTTP/1.0, 17 May 1996.

2.3.2.1.1.1.8.2  Uniform Resource Locator (URL)

A URL specifies the location of and access methods for resources on an internet. The following standards
are mandated:

e IETF RFC-1738, Uniform Resource Locator, 20 December 1994.
e IETF RFC-1808, Relative Uniform Resource Locators, 14 June 1995.

2.3.2.1.1.1.9 Connectionless Data Transfer

The Connectionless Data Transfer Application Layer Standard allows Variable Message Format (VMF)
messages to be used in connectionless applications. This standard uses TCP/UDP as a transport service.
The following standard is mandated:

e  MIL-STD-2045-47001B, Connectionless Data Transfer Application Layer Standard, 20 January 1998.

2.3.2.1.1.2  Transport Services

The transport services provide host-to-host communications capability for application support services. The
following sections define the requirements for this service.

2.3.2.1.1.21 Transmission Control Protocol (TCP)/User Datagram Protocol
(UDP) Over Internet Protocol (IP)

2.3.2.1.1.2.1.1  Transmission Control Protocol (TCP)

TCP provides a reliable connection-oriented transport service. The following standards are mandated:

e IETF Standard 7/RFC-793, Transmission Control Protocol, September 1981. In addition, TCP shall
implement the PUSH flag and the Nagle Algorithm, as defined in IETF Standard 3, Host
Requirements.

e IETF RFC-2001, TCP Slow Start, Congestion Avoidance, Fast Retransmit, and Fast Recovery
Algorithms, 24 January 1997.
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2.3.2.1.1.2.1.2  User Datagram Protocol (UDP)

UDP provides an unacknowledged, connectionless, datagram transport service. The following standard is
mandated:

e IETF Standard 6/RFC-768, User Datagram Protocol, August 1980.

23211213 Internet Protocol (IP)

IP is a basic connectionless datagram service. All protocols within the IP suite use the IP datagram as the
basic data transport mechanism. Two other protocols are considered integral parts of IP: the Internet
Control Message Protocol (ICMP) and the Internet Group Management Protocol (IGMP). ICMP is used to
provide error reporting, flow control, and route redirection. IGMP provides multicast extensions for hosts
to report their group membership to multicast routers. The following standard is mandated:

e IETF Standard 5/RFC-791/RFC-950/RFC-919/RFC-922/RFC-792/RFC-1112, Internet Protocol,
September 1981. In addition, all implementations of IP must pass the 8-bit Type-of-Service (TOS)
byte transparently up and down through the transport layer as defined in IETF Standard 3, Host
Requirements.

Furthermore, for hosts that transmit or receive multi-addressed datagrams over Combat Net Radio (CNR),
the multi-addressed IP option field must be used. The following standard is mandated:

o IETF Informational RFC 1770, IPv4 Option for Sender Directed Multi-Destination Delivery, 28 March
1995.

2.3.2.1.1.2.2 Open Systems Interconnection (OSI) Transport Over IP-based
Networks

This protocol provides the interworking between Transport Protocol Class 0 (TP0) and TCP transport
service necessary for OSI applications to operate over IP-based networks. The following standard is
mandated:

e IETF Standard 35/RFC 1006, ISO Transport Service on top of the TCP, May 1987.

2.3.2.1.2 Video Teleconferencing (VTC) Standards

VTC terminals and Multipoint Control Units operating at data rates of 56-1,920 kilobits per second
(Kbits/s) shall comply with Appendix A of Federal Telecommunications Recommendation (FTR) 1080-97
Profile for Video Teleconferencing. The purpose of the profile is to provide interoperability between VTC
terminal equipment, both in point-to-point and multipoint configurations for telephony applications.
Additional ITU-T ratified standards, which supplement and/or displace the standards in Appendix A of
FTR 1080-97, are mandated for those VTC systems implementing the multimedia applications. The key
standard included in FTR 1080-97 is ITU-T H.320, Narrowband Visual Telephone Systems and Terminal
Equipment, an umbrella standard of recommendations addressing audio, video, signaling, and control.

The following standards are mandated for VTC terminals operating at data rates of 56-1,920 Kbits/s:
e FTR 1080-97, Profile for Video Teleconferencing, Appendix A, 30 October 1997.

e ITU-T G.728 Coding of Speech at 16 kbps Using Low-Delay Code Excited Linear Prediction (LD-
CELP), September 1992.

The following standards are mandated for VTC terminals requiring far-end camera control and operating at
data rates of 56-1,920 Kbits/s:

e ITU-T H.224, A Real Time Control Protocol for Simplex Applications using H.221 LSD/HSD/MLP
channels, November 1994,

e ITU-T H.281, A Far-End Camera Protocol for Videoconferencing Using H.224, November 1994.

For VTC terminals operating at low bit rates (9.6-28.8 Kbits/s) the following standard is mandated:
e ITU-T H.324, Terminal for Low Bit Rate Multimedia Communications, March 1996.
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For VTC applications implementing the features of audiographic conferencing, facsimile, still image
transfer, annotation, pointing, shared whiteboard, file transfer, and audio-visual control, the following
standards are mandated:

e ITU-T T.120, Transmission Protocols for Multimedia Data, July 1996.

e ITU-T T.122, Multipoint Communications Service for Audiographic and Audio Visual Conferencing
Service Definition, March 1993.

e ITU-T T.123, Protocol Stacks for Audiographic and Audiovisual Teleconferencing Applications,
November 1994.

e ITU-T T.124, Generic Conference Control for Audiographic and Audiovisual Terminals and
Multipoint Control Units, August 1995.

e ITU-T T.125, Multipoint Communications Service Protocol Specification, April 1994.

e ITU-T T.126, Multipoint Still Image and Annotation Conferencing Protocol Specification, August
1995.

e ITU-T T.127, Multipoint Binary File Transfer Protocol, August 1995.

For inverse multiplexers connected to VIC terminals, and for VTC terminals with bullt—m inverse
multiplexers, the following standard is mandated:

e ITU-T H.244, Synchronized Aggregation of Multiple 64 or 56 kbps channels, July 1995.

2.3.2.1.3 Facsimile Standards

2.3.2.1.3.1  Analog Facsimile Standards

Facsimile requirements for analog output shall comply with ITU-T Group 3 specifications. The following
standards are mandated:

o TIA/EIA-465-A, Group 3 Facsimile Apparatus for Document Transmission, 21 March 1995.
e TIA/EIA-466-A, Procedures for Document Facsimile Transmission, 27 September 1996.

2.3.2.1.3.2  Digital Facsimile Standards

Digital facsimile terminals operating in tactical, high Bit Error Rate (BER) environments shall implement
digital facsimile equipment standards for Type I and/or Type II modes. Also, facsimile transmissions
requiring encryption, or interoperability with NATO countries, shall use the digital facsimile standard. The
following standard is mandated:

e MIL-STD 188-161D, Interoperability and Performance Standards for Digital Facsimile Equipment, 10
January 1995.

2.3.2.14 Secondary Imagery Dissemination Communications Standards

The Tactical Communications Protocol 2 (TACO2) is the communications component of the National
Imagery Transmission Format Standard (NITFS) suite of standards used to disseminate secondary imagery.
TACO?2 shall be used over point-to-point tactical data links in high BER disadvantaged communications
environments. TACO2 is used to transfer secondary imagery and related products where JTA transfer
protocols in Section 2.3.2.1.1.2 fail (e.g., TACO2 only applies to users having simplex and half duplex
links as their only means of communications). MIL-HDBK-1300A, NITFS, provides guidance to
implement various Technical Interface Specifications (TIS) to connect the TACO2 host to specific
cryptographic equipment. The following standard is mandated:

e MIL-STD-2045-44500, National Imagery Transmission Format Standard (NITFS) Tactical

Communications Protocol 2 (TACO2), 18 June 1993; with Notice of Change 1, 29 July 1994, and
Notice of Change 2, 27 June 1996.
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2.3.2.15 Global Positioning System (GPS)

GPS user equipment must employ Precise Position Service (PPS) user equipment incorporating both
selective availability and anti-spoofing features to support combat operations. The GPS guidelines that are
documented in ASD (C3I) Memorandum "Development, Procurement, and Employment of DoD Global
Position System, User Equipment," 30 April 1992 must be followed.

2.3.2.2 Network Standards

Networks are made up of subnetworks, and the internetworking (router) elements needed for information
transfer. This section identifies the standards needed to access certain subnetworks, and for routing and
interoperability between the subnetworks.

2.3.2.2.1 Internetworking (Router) Standards

Routers are used to interconnect various subnetworks and end-systems. Protocols necessary to provide this
service are specified below. RFC-1812 is an umbrella standard that references other documents and
corrects errors in some of the referenced documents. In addition, some of the standards that were mandated
for hosts in Section 2.3.2.1.1 also apply to routers. The following standards are mandated:

o IETF RFC-1812, Requirements for IP Version 4 Routers, 22 June 1995.

e IETF Standard 6/RFC-768, User Datagram Protocol, August 1980.

e IETF Standard 7/RFC-793, Transmission Control Protocol, September 1981.

e IETF Standard 8/RFC-854/RFC-855, TELNET Protocol, May 1983.

e IETF Standard 13/RFC-1034/RFC-1035, Domain Name System,}November 1987.

e IETF RFC-951, Bootstrap Protocol, 1 September 1985.

e IETF RFC-1533, DHCP Options and BOOTP Vendor Extensions, 8 October 1993.

e IETF RFC-1541, DHCP, 27 October 1993.

e IETF RFC-1542, Clarifications and Extensions for the Bootstrap Protocol, 27 October 1993.

e IETF Standard 33/RFC-1350, Trivial FTP (TFTP), July 1992, to be used for initialization only.

Security requirements are addressed in Section 2.6.

232211 . Internet Protocol (IP)

IP is a basic connectionless datagram service. All protocols within the IP suite use the IP datagram as the
basic data transport mechanism. IP was designed to interconnect heterogeneous networks and operates over
a wide variety of networks. Two other protocols are considered integral parts of IP, the Internet Control
Message Protocol (ICMP) and the Internet Group Management Protocol (IGMP). ICMP is used to provide
error reporting, flow control, and route redirection. IGMP provides multicast extensions for hosts to report
their group membership to multicast routers. The following standard is mandated:

e IETF Standard 5/RFC-791/RFC-950/RFC-919/RFC-922/RFC-792/RFC-1112, Internet Protocol,
September 1981.

In addition, in all implementations of IP routers thét transmit or receive multi-addressed datagrams over
Combat Net Radio (CNR), the multi-addressed IP option field must be used. The following standard is
mandated:

e IETF Informational RFC 1770, IPv4 Option for Sender Directed Multi-Destination Delivery, 28 March
1995.

2.3.2.2.1.2 IP Routing

Routers exchange connectivity information with other routers to determine network connectivity and adapt
to changes in the network. This enables routers to determine, on a dynamic basis, where to send IP packets.
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2.3.2.2.1.2.1 Interior Routers

Routes within an autonomous system are considered local routes that are administered and advertised
locally by means of an interior gateway protocol. Routers shall use the Open Shortest Path First (OSPF) V2
protocol for unicast interior gateway routing and Multicast OSPF (MOSPF) for multicast interior gateway
routing. The following standards are mandated:

¢ IETF RFC-1583, Open Shortest Path First Routing Version 2, 23 March 1994, for unicast routing.

e . IETF RFC-1584, Multicast Extensions to OSPF, 24 March 1994, for multicast routing.

2.3.2.2.1.2.2 Exterior Routers

Exterior gateway protocols are used to specify routes between autonomous systems. Routers shall use the
Border Gateway Protocol 4 (BGP-4) for exterior gateway routing. BGP-4 uses TCP as a transport service.
The following standards are mandated:

e IETF RFC-1771, Border Gateway Protocol 4, 21 March 1995.
o IETF RFC-1772, Application of BGP-4 In the Internet, 21 March 1995.

2.3.2.2.2 Subnetworks

This section identifies the standards needed to access subnetworks used in joint environments.

2.3.2.2.2.1 Local Area Network (LAN) Access

While no specific LAN technology is mandated, the following is required for interoperability in a joint
environment. This requires provision for a LAN interconnection. Ethernet, the common implementation of
Carrier Sense Multiple Access with Collision Detection (CSMA/CD), is the most common LAN
technology in use with TCP/IP. The hosts use a CSMA/CD scheme to control access to the transmission
medium. An extension to Ethernet, Fast Ethernet provides interoperable service at both 10 Mbits/s and 100
Mbits/s. Platforms that must physically connect to a joint task force local area network shall support the
10BASE-T connection for Ethernet. When a higher speed interconnection is required, 100BASE-TX (two
pairs of Category 5 unshielded twisted pair) may be employed. The 100BASE-TX Auto-Negotiation
features are required when 100BASE-TX is deployed to permit interoperation with 10BASE-T. The
following standards are mandated as the minimum LAN requirements for operation in a joint task force:
e ISO/EC 8802-3:1996, Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications, 10BASE-T Medium-Access Unit (MAU).
e IEEE 802.3u-1995, Supplement to ISO/IEC 8802-3:1993, Local and Metropolitan Area Networks:
Media Access Control (MAC) Parameters, Physical Layer, Medium Attachment Units, and Repeater
for 100 Mbps Operation, Type 100BASE-T (Clauses 21-30).
e IETF Standard 41/RFC-894, Standard for the Transmission of IP Datagrams Over Ethernet Networks,
April 1984,

e IETF Standard 37/RFC-826, An Ethernet Address Resolution Protocol, November 1982.

2.3.2.2.2.2 Point-to-Point Standards

For full duplex, synchronous or asynchronous, point-to-point communication, the following standards are
mandated:

e IETF Standard 51/RFC-1661/RFC-1662, Point-to-Point Protocol (PPP), July 1994.

¢ IETF RFC-1332, PPP Internet Protocol Control Protocol (IPCP), 26 May 1992.

e IETF RFC-1989, PPP Link Quality Monitoring (LQM), 16 August 1996.

o IETF RFC-1994, PPP Challenge Handshake Authentication Protocol (CHAP), 30 August 1996.
e IETF RFC-1570, PPP Link Control Protocol (LCP) Extensions, 11 January 1994.

The serial line interface shall comply with one of the following mandated standards:
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e EIA/TIA-232-E, Interface Between Data Terminal Equipment and Data Circuit Terminating
Equipment Employing Serial Binary Data Interchange, July 1991.

e EIA/TIA-530-A, High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit
Terminating Equipment, June 1992, Including Alternate 26-Position Connector, 1992. (This calls out
EIA 422B and 423B).

2.3.2.2.2.3 Combat Net Radio (CNR) Networking

CNRs are a family of radios that allow voice or data communications for mobile users. These radios
provide a half-duplex, broadcast transmission media with potentially high BERs. The method by which IP
packets are encapsulated and transmitted is specified in MIL-STD-188-220B. With the exception of High
Frequency (HF) networks, MIL-STD-188-220B shall be used as the standard communications net access
protocol for CNR networks. The following standard is mandated:

e MIL-STD-188-220B, Interoperability Standard for Digital Message Transfer Device (DMTD)
Subsystems, 20 January 1998.

2.3.2.2.2.4  Integrated Services Digital N etwork (ISDN)

ISDN is an international standard used to support integrated voice and data over standard twisted-pair wire.
ISDN defines a Basic Rate Interface (BRI) and Primary Rate Interface (PRI) to provide digital access to
ISDN networks. These interfaces support both circuit-switched and packet-switched services. Note: It
should be recognized that deployable systems might additionally be required to support other non-North
American ISDN standards when accessing region-specific international infrastructure for ISDN services.
The JTA recognizes that this is a critical area affecting interoperability but does not recommend specific
solutions in this version. The following standards are mandated:

For BRI physical layer:

e ANSIT1.601, ISDN Basic Access Interface for Use on Metallic Loops forvApplication on the Network
Side of the NT (Layer 1 Specification), 1992.

For PRI physical layer:

e  ANSI T1.408, ISDN Primary Rate - Customer Installation Metallic Interfaces (Layer 1 Specification),
1990.

For the data link layer: .

e ANSI T1.602, ISDN Data Link Signaling Specification for Application at the User Network Interface,
1996.

For signaling at the user-network interface:

e  ANSI T1.607, Digital Subscriber Signaling System No. 1 (DSS1) - Layer 3 Signaling Specification for
Circuit Switched Bearer Service, 1990.

ANSI T1.607a, Supplement, 1996.
ANSI T1.610, DSS1 - Generic Procedures for the Control of ISDN Supplementary Services, 1994.

ANSI T1.619, Multi-Level Precedence and Preemption (MLPP) Service, ISDN Supplementary Service
Description, 1992.

e ANSIT1.619a, Supplement, 1994,

Signaling at the user-network interface ANSI mandates shall be as profiled by the following National ISDN
documents as adopted by the North American ISDN Users’ Forum (NIUF):

o SR-3875, National ISDN 1995, 1996, and 1997, Bellcore.

e SR-3888, 1997 Version of National ISDN Basic Rate Interface Customer Premise Equipment Generic
Guidelines, Bellcore.
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e SR-3887, 1997 Version of National ISDN Primary Rate Interface Customer Premise Equipment
Generic Guidelines, Bellcore. ’

For addressing:
e ITU-T E.164, Numbering Plan for the ISDN Era, May 1997.

e DISA Circular (DISAC) 310-225-1, Defense Switched Network (DSN) User Services Guide, 2 April
1998.

For transmitting IP packets when using ISDN packet-switched services:
e IETF RFC-1356, Multiprotocol Interconnect on X.25 and ISDN in the Packet Mode, 6 August 1992.

For transmitting IP packets using Point-to-Point Protocol (PPP) over ISDN:
e IETF RFC-1618, PPP over ISDN, 13 May 1994.

2.3.2.2.2.5  Asynchronous Transfer Mode (ATM)

ATM is a high speed switched data transport technology that takes advantage of primarily low bit error rate
transmission media to accommodate intelligent multiplexing of voice, data, video, imagery, and composite
inputs over high-speed trunks and dedicated user links. ATM is a layered type of transfer protocol with the
individual layers consisting of an ATM Adaptation Layer (AAL), the ATM layer, and the Physical Layer.
The function of the AAL layer is to segment variable length data units into 48-octet cells, reassemble the
data units, and perform error checking. The ATM Layer adds the necessary header information to allow for
recovery of the data at the receiver end. The Physical Layer converts the cell information to the appropriate
electrical/optical signals for the given transmission medium. AALS shall be used to support variable rate
service. AAL1 shall be used to support constant bit rate service, which is sensitive to cell delay, but not cell
loss. IP packets shall be transported over AALS in accordance with Lane 1.0. The ATM Forum’s User-
Network Interface (UNI) Specification shall be used as the set of Network Access Protocols for ATM
Switches. The Private Network-Network Interface (PNNI) supports the distribution of topology
information between switches and clusters of switches to allow paths to be computed through the network.
PNNI also defines the signaling to establish point-to-point and point-to-multipoint connections across the
ATM network. ATM Forum’s Local Area Network Emulation supports the emulation of Ethernet allowing
ATM Networks to be deployed without disruption of host network protocols and applications.

The following standards are mandated:

For Physical Layer:

e ATM Forum, af-phy-0040.000, Physical Interface Specification for 25.6 Mbp/s over twisted pair,
November 1995.

e ATM Forum, af-uni-0010.002, ATM UNI Specification V 3.1, Section 2, September 1994.

e ATM Forum, af-phy-0016.000, DS1 Physical Layer Interface Specification, September 1994.
e ATM Forum, af-phy-0054.000, DS3 Physical Layer Interface Specification, January 1996.
ATM Forum, af-phy-0046.000, 622.08 Mbp/s Physical Layer, January 1996.

For User to Network Interface (UNI):
e ATM Forum, af-uni-0010.002, ATM UNI Specification V 3.1, September 1994.

For ATM Adaptation Layer:

e ANSI T1.630, ATM Adaptation Layer for Constant Bit Rate (CBR) Services Functionality and
Specification, 1993.

e ANSI T1.635, ATM Adaptation Layer Type 5 Common Part Functions and Specifications, 1994,
which adopts ITU-T 1.363, section 6.
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Fpr Private Network to Network Interfaces:
e ATM Forum, af-pnni-0055.000, PNNI Specification, Version 1.0, March 1996.
e ATM Forum, af-pnni-0066.000, PNNI Version 1.0 Addendum, September 1996.

For Local Area Network Emulation (LANE):

e ATM Forum, af-lane-0021.000, LANE over ATM, Version 1.0, January 1995.

e ATM Forum, af-lane-0050.000, LANE Version 1.0 Addendum, December 1995.

e ATM Forum, af-lane-0038.000, LANE Client Management Specification, September 1995.
e ATM Forum, af-lane-0057.000, LANE Servers Management Specification, March 1996.

For ATM Addressing Format:

e ATM Addressing Format specified as Notice of Change 1, 20 October 1997, to MIL-STD-188-176,
Standardized Profile for ATM, 21 May 1996.

2.3.2.3 Transmission Media

2.3.2.3.1 Military Satellite Communications (MILSATCOM)

MILSATCOM systems include those systems owned or leased and operated by the DoD and those
commercial SATCOM services used by the DoD. The basic elements of satellite communications are a
space segment, a control segment, and a terminal segment (air, ship, ground, etc.). An implementation of a
typical satellite link will require the use of satellite terminals, a user communications extension, and of
military or commercial satellite resources.

2.3.2.3.1.1  Ultra High Frequency (UHF) Satellite Terminal Standards

2.3.2.3.1.1.1 5-kHz and 25-kHz Service

For 5-kHz or 25-kHz single channel access service supporting the transmission of either voice or data, the
following standard is mandated:

e MIL-STD-188-181A, Interoperability Standard for Single Access 5-kHz and 25-kHz UHF Satellite
Communications Channels, 31 March 1997.

2.3.2.3.1.1.2  5-kHz Demand Assigned Multiple Access (DAMA) Service

For 5-kHz Demand Assigned Multiple Access (DAMA) service, supporting the transmission of data at 75 -
2400 bits/s and digitized voice at 2400 bits/s, the following standard is mandated:

e MIL-STD-188-182A, Interoperability Standard for 5-kHz UHF DAMA Terminal Waveform, 31
March 1997.

2.3.23.1.1.3 25-kHz Time Division Multiple Access (TDMA)/Demand Assigned
Multiple Access (DAMA) Service

For 25-kHz TDMA/DAMA service, supporting the transmission of voice at 2400, 4800, or 16,000 bits/s
and data at rates of 75 - 16,000 bits/s, the following standard is mandated:

e MIL-STD-188-183, Interoperability Standard for 25-kHz UHF/TDMA/DAMA Terminal Waveform,
18 September 1992; with Notice of Change 1, 2 December 1996.

2.3.2.3.1.14 Data Control Waveform

For interoperable waveform for data controllers used to operate over single access 5-kHz and 25-kHz UHF
SATCOM channels, the following standard (a robust link protocol that can transfer error free data
efficiently and effectively over channels that have high error rates) is mandated:
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e MIL-STD-188-184, Interoperability and Performance Standard for the Data Control Waveform, 20
August 1993.

2.3.2.3.1.1.5 Demand Assigned Multiple Access (DAMA) Control System

For the minimum mandatory interface requirements for MILSATCOM equipment that control access to
DAMA UHF 5-kHz and 25-kHz MILSATCOM channels, the following standard is mandated:

e MIL-STD-188-185, DoD Interface Standard, Interoperability of UHF MILSATCOM DAMA Control
System, 29 May 1996.

2.3.2.3.1.2  Super High Frequency (SHF) Satellite Terminal Standards

2.3.2.3.1.2.1 Earth Terminals

For minimum mandatory Radio Frequency (RF) and Intermediate Frequency (IF) requirements to ensure
interoperability of SATCOM earth terminals operating over C, X, and Ku- band channels, the following
standard is mandated:

e MIL-STD-188-164, Interoperability and Performance Standards for C-Band, X-Band, and Ku-Band
SHF Satellite Communications Earth Terminals, 13 January 1995.

2.3.2.3.1.2.2 Phase Shift Keying (PSK) Modems

For minimum mandatory requirements to ensure interoperability of PSK modems operating in Frequency
Division Multiple Access mode, the following standard is mandated:

e MIL-STD-188-165, Interoperability and Performance Standards for SHF Satellite Communications
PSK Modems (Frequency Division Multiple Access (FDMA) Operations), 13 January 1995.

2.3.2.3.1.3 Extremely High Frequency (EHF) Satellite Payldad and Terminal
Standards

2.3.2.3.1.3.1 Low Data Rate (LDR)

For waveform, signal processing, and protocol requirements for acquisition, access control, and
communications for low data rate (75 - 2400 bits/s) EHF satellite data links, the following standard is
mandated:

e MIL-STD-1582D, EHF LDR Uplinks and Downlinks, 30 September 1996; with Notice of Change 1,
14 February 1997.

2.3.2.3.1.3.2 Medium Data Rate (MDR)

For waveform, signal processing, and protocol requirements for acquisition, access control, and
communications for medium data rate (4.8 Kbits/s- 1.544 Mbits/s) EHF satellite data links, the following
standard is mandated:

e MIL-STD-188-136, EHF MDR Uplinks and Downlinks, 26 August 1995; with Notice of Change 1, 15
August 1996, and Notice of Change 2, 14 February 1997.

2.3.2.3.2 Radio Communications

2.3.2.3.2.1 Low Frequency (LF) and Very Low Frequency (VLF)

For radio subsystem requirements operating in the LF/VLF frequency bands, the following standard is
mandated:

e MIL-STD-188-140A, Equipment Technical Design Standards for Common Long Haul/Tactical Radio
Communications in the LF Band and Lower Frequency Bands, 1 May 1990.
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2.3.23.2.2  High Frequency (HF)

2.3.2.3.2.2.1 HF and Automatic Link Establishment (ALE)

For both ALE and radio subsystem requirements operating in the HF bands, the following standard is
mandated:

e MIL-STD-188-141A, Interoperability and Performance Standards for Medium and High Frequency
Radio Equipment Standard, 15 September 1988; with Notice of Change 1, 17 June 1992, and Notice of
Change 2, 10 September 1993.

2.3.2.3.2.2.2 Anti-jamming Capability
For anti-jamming capabilities for HF radio equipment, the following standard is mandated:

o MIL-STD-188-148A, Interoperability Standard for Anti-Jam Communications in the HF Band (2-30
Mhz), 18 March 1992. .

2.3.2.3.2.2.3 Data Modems

For HF data modem interfaces, the following standard is mandated:
e MIL-STD-188-110A, Data Modems, Interoperability and Performance Standards, 30 September 1991.

2.3.2.3.2.3  Very High Frequency (VHF)

For radio subsystem requirements operating in the VHF frequency bands, the following standard is
mandated:

e MIL-STD-188-242, Tactical Single Channel (VHF) Radio Equipment, 20 June 1985.

2.3.2.3.24  Ultra High Frequency (UHF)

2.3.23.24.1 UHF Radio

For radio subsystem requirements operating in the UHF frequency bands, the following standard is
mandated:

e  MIL-STD-188-243, Tactical Single Channel (UHF) Radio Communications, 15 March 1989.

2.3.2.3.24.2 Anti-jamming Capability

For anti-jamming capabilities for UHF radio equipment, the following standard is mandated:

e STANAG 4246, Edition 2, HAVE QUICK UHF Secure and Jam-resistant Communications
Equipment, 17 June 1987; with Amendment 3, August 1991.

2.3.2.3.2.5  Super High Frequency (SHF)

For radio subsystem requirements operating in the SHF frequency bands, the following standard is
mandated:

e MIL-STD-188-145, Digital Line-of-Sight (LOS) Microwave Radio Equipment, 7 May 1987; with
Notice of Change 1, 28 July 1992.

2.3.2.3.2.6 Link 16 Transmission Standards
For communicating with the JTIDS/MIDS radios the following standard is mandated:

e STANAG 4175, Edition 1, Technical Characteristics of the Multifunctional Information Distribution
System (MIDS), 29 August 1991. '
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2.3.2.33 Synchronous Optical Network (SONET) Transmission Facilities

The Synchronous Optical Network (SONET) is a telecommunications transmission standard for use over
fiber-optic cable. SONET is the North American subset of the ITU standardized interfaces, and includes a
hierarchical multiple structure, optical parameters, and service mapping. The following standards are
mandated:

e ANSI T1.105, Telecommunications - Synchronous Optical Network (SONET) Basic Description
Including Multiplex Structure, Rates and Formats (ATIS) (Revision and Consolidation of ANSI
T1.105-1991 and ANSI T1.105A-1991), 1995.

e ANSI T1.107 Digital Hierarchy - Formats Specifications, 1995.

e ANSI T1.117, Digital Hierarchy - Optical Interface Specifications (SONET) (Single Mode - Short
Reach), 1991.

The citation of applicable ANSI standards for SONET does not assure C4I interoperability in regions
outside North America where standards for these services differ. The JTA recognizes that this is a critical
area affecting interoperability but does not recommend specific solutions in this version.

2324 Network and Systems Management

Network and Systems Management (NSM) provides the capability to manage designated networks,
systems, and information services. This includes: controlling the network’s topology; dynamically
segmenting the network into multiple logical domains; maintaining network routing tables; monitoring the
network load; and making routing adjustments to optimize throughput. NSM also provides the capability to
review and publish addresses of network and system objects; monitor the status of objects; start, restart,
reconfigure, or terminate network or system services; and detect loss of network or system objects in order
to support automated fault recovery. A management system has four essential elements: management
stations; management agents; management information bases (MIBs); and management protocols, to which
these standards apply.

23.24.1 Data Communications Management

Data communications management stations and management agents (in end-systems and networked
elements) shall support the Simple Network Management Protocol (SNMP). The following SNMP-related
standard is mandated:

e IETF Standard 15/RFC-1157, Simple Network Management Protocol (SNMP), May 1990.

To standardize the management scope and view of end-systems and networks, the following standards for
MIB modules of the management information base are mandated:

e IETF Standard 16/RFC-1155/RFC-1212, Structure of Management Information, May 1990.
e IETF Standard 17/RFC-1213, Management Information Base, March 1991.
e IETF RFC-1514, Host Resources MIB, September 1993.

e IETF Standard 50/RFC-1643, Definitions of Managed Objects for the Ethernet-like Interface Types,
July 1994.

e IETF RFC-1757, Remote Network Monitoring Management Information Base, (RMON Version 1),
‘February 1995.

e IETF RFC-1850, Open Shortest Path First (OSPF) Version 2 Management Information Base,
November 1995.

2.3.2.4.2 Telecommunications Management

Telecommunications management systems for telecommunications switches will implement the
Telecommunications Management Network (TMN) framework. To perform information exchange within a
telecommunications network, the following TMN framework standards are mandated:
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e ANSI T1.204, OAM&P - Lower Layer Protocols for TMN Interfaces Between Operations Systems
and Network Elements, 1993.

e ANSI T1.208, OAM&P - Upper Layer Protocols for TMN Interfaces Between Operations Systems and
Network Elements, 1993.

e ITU-T M.3207.1, TMN management service: maintenance aspects of B-ISDN management, 1996.

e ITU-T M.3211.1, TMN management service: Fault and performance management of the ISDN access,
1996.

e ITU-T M.3400, TMN Management Functions, 1992.

e ISO/IEC 9595 Information Technology - Open Systems Interconnection Common Management
Information Services (CMIS), December 1991.

e ISO/MEC 9596-1:1991 Information Technology - Open Systems Interconnection - Common
Management Information Protocol (CMIP) - Part 1: Specification.

e ISO/IEC 9596-2:1993 Information Technology - Open Systems Interconnection - Common
Management Information Protocol (CMIP): Protocol Implementation Conformance Statement (PICS)
proforma.

2.3.3 Emerging Information Transfer Standards

Commercial communications standards and products will evolve over time. The JTA must also evolve, to
benefit from these standards and products. The purpose of this section is to provide notice of those
standards that are expected to be elevated to mandatory status when implementations of the standards
mature.

2.3.3.1 End-system Standards

2.3.3.1.1 Internet Standards

IP Next Generation/Version 6 (IPv6). IPv6 is being designed to provide better internetworking capabilities
than are currently available within IP (Version 4). IPv6 will include support for the following: expanded
addressing and routing capabilities, authentication and privacy, autoconfiguration, and increased quality of
service capabilities. IPv6 is described in the following proposed IETF standards: RFC-1883 (IPv6
Specification), RFC-1884 (IPv6 Addressing Architecture), RFC-1885 (ICMPv6 for IPv6), and RFC-1886
(DNS Extensions to Support IPv6).

Dynamic Domain Name System (DDNS). The DDNS protocol defines extensions to the DNS to enable
DNS servers to accept requests to update the DNS database dynamically. DDNS is referenced in RF
2136. :

Lightweight Directory Access Protocol 3 (LDAPv3). The proposed standard for LDAPv3, IETF RFC 2251,
supports standard based authentication, referrals, and all protocol elements of LDAP (IETF RFC 1777).
Other features still under development include standards based access control, signed operations,
replication, knowledge references, and paged results.

Mobile Host Protocol (MHP). This protocol allows the transparent routing of IP datagrams to mobile nodes
in the Internet. Each mobile node is always identified by its home address, regardless of its current point of
attachment to the Internet. A mobile IP protocol is currently available as an IETF proposed standard, RFC
2002, entitled IP Mobility Support.

Integrated Services and Resource Reservation Protocol (RSVP). The IETF is currently developing an
architecture for providing services over the internet beyond the current best-effort IP based service. This
work is described in the Integrated Services Architecture (RFC 1633) which provides an informational
overview of this work. This effort is extending the capabilities of the current, "stateless” IP protocol to
incorporate "soft state” information. Network elements, which include end-systems and routers, will
exchange Quality of Service (QoS) information in order to reserve resources for a particular information

2.3-16

JTA Version 2.0
26 May 1998




flow between a sender and receiver. Key components in the Integrated Services Architecture are: (1) Packet
Scheduler for controlling when packets are forwarded; (2) Packet Classifier for determining whether a
packet received relates to a particular flow; (3) Admission Control for determining whether a particular
flow requested can be supported or not and (4) Reservation Setup Protocol which defines how network
elements exchange flow information in order to set up a "soft state" which allows a particular QoS to be
achieved. Currently the IETF is standardizing a Reservation Setup Protocol named ReSerVation Protocol
(RSVP) and a number of protocols for running the Integrated Services over a variety of subnet types
(including LANs, ATM, and low speed links). Two Integrated Services service types are being defined at
this time for data flows involving guaranteed (bandwidth and latency) and controlled load data flows.

2.3.3.1.2 Video Teleconferencing (VTC) Standards

Federal Telecommunications Recommendation (FTR) 1080-1997 will be updated by a revision to its
Appendix A. The updated document will include multimedia applications such as shared whiteboard and
still image annotation, and additional security specifications. ITU-T H.321 and ITU-T H.323 are two
emerging recommendations that support VTC over ATM and Ethernet networks, respectively. Also, ITU-T
H.310, Broadband Audiovisual Communication Systems and Terminals, ratified November 1996, is an
umbrella standard for VTC over high bandwidth (ATM) communication links. H.310 includes underlying
standards for video (MPEG2), and audio (MPEG1, MPEG2). H.310 is used for high quality VTC requiring
> 2 Mbits/s infrastructure. In the T.120 series of multimedia standards, T.128, Application Sharing, is a
draft standard pending approval.

2.3.3.1.3 Space Communication Protocol Standards

The DoD has joined a cooperative effort with the National Aeronautics and Space Administration (NASA)
and the National Security Agency (NSA) to develop the Space Communication Protocol Standards (SCPS),
September 1997. The cognizant DoD office is SMC/AXE. The SCPS protocol suite will increase the
reliability of data transfer, increase interoperability with both DoD and non-DoD assets, and decrease the
cost of operating our space systems. The suite consists of a set of four protocols that operate at the network
layer and above of the Open Systems Interconnect (OSI) model.

1. The File Handling Protocol (FP) is an application layer protocol (layer 7 in the OSI model) that was
derived from the Internet file transfer protocol (FTP). FP is more capable than FTP in that individual
records within a file can be updated in addition to the entire file. Another important feature of FP is
that a file transfer can be automatically restarted after an interruption.

2. The Transport Protocol (TP) is a transport layer protocol (layer 4 in the OSI model) that was derived
from the Internet transmission control protocol (TCP). TP can provide better end-to-end throughput in
the space environment because it can respond to corruption in addition to congestion, it implements a
TCP window scaling option, and it uses selective negative acknowledgments.

3. The Security Protocol (SP) is based on the security protocol at layer 3 (SP3) and the network layer
security protocol (NLSP) with reduced overhead. SP does not have a corresponding layer in the OSI
sense. It operates between the network and transport layers (layers 3 and 4).

4. The Network Protocol (NP) is a network layer protocol (layer 3 in the OSI model) that was developed
to be a bit-efficient, scaleable protocol for a broad range of spacecraft environments. Among other
things, NP provides for a selectable routing method, connectionless and managed connection
operations, corruption and congestion signaling to TP, and handling of packet precedence.

Four MIL STDs have been developed and approved for the SCPS protocbl suite. The MIL~-STDs include:

1. MIL-STD-2045-44000: Department of Defense Interface Standard: Transport Protocol for High-Stress,
Resource-Constrained Environments, 30 September 1997.

2. MIL-STD-2045-43000: Department of Defense Interface Standard: Network Protocol for High-Stress,
Resource-Constrained Environments, 30 September 1997.

3. MIL-STD-2045-47000: Department of Defense Interface Standard: File and Record Transfer Protocol
for Resource-Constrained Environments, 30 September 1997.
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4. MIL-STD-2045-43001: Department of Defense Interface Standard: Network Security Protocol for
Resource-Constrained Environments, 30 September 1997.

2.3.3.2 Network Standards

Wireless LAN. The IEEE 802.11 Wireless LAN protocol was finalized in June 1997 as IEEE 802.11-1997
Part II: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications. It
provides a common set of operational rules for airwave interoperability of wireless LAN products from
different vendors. It specifies both direct-sequence spread-spectrum and frequency-hopping spread-
spectrum physical layers for wireless radio based LANs. Also, it includes infrared connectivity
technologies. An Inter Access Point protocol is being developed to provide a standardized method for
communications between wireless LAN access points.

ATM-related Standards. The ATM Forum has developed new Version 4.0 standards for UNI signaling (af-
sig-0061.000), signaling ABR addendum (af-sig-0076.000), integrated local management (af-ilmi-
0065.000), traffic management (af-tm-0056.000) and traffic management ABR addendum (af-tm-
0077.000). Since ATM is essentially a packet rather than circuit oriented transmission technology, it must
emulate circuit characteristics in order to provide support for CBR or “circuit” (voice and telephony) traffic
over ATM. For voice and telephony, the following two ATM Forum standards were approved: Circuit
Emulation Service Interoperability Specification, af-vtoa-0078.000, and ATM trunking using AAL1 for
Narrowband Services Version 1.0, af-vtoa-0089.000.

LANE Version 2.0 LANE UNI (LUNI) specification and the MultiProtocol Over ATM (MPOA) Version
1.0 specification were recently approved by the ATM Forum. The LANE Version 2.0 LUNI, af-lane-
0084.000, standardizes the interface between the LANE client (the LEC) and the LANE Server (the LES,
LECS, and BUS). MPOA Version 1.0, af-mpoa-0087.000, provides for the support of multiple network
layer protocols over ATM.

ATM Conformance Testing - ATM Forum’s conformance test suites, Protocol Information Conformance
Statement (PICS) pro forma and the Protocol Implementation Extra Information for Testing (Pixit) pro
forma, are available to demonstrate interoperability between vendor products.

Personal Communications Services (PCS) and Mobile Cellular. PCS will support both terminal mobility
and personal mobility. Terminal mobility is based on wireless access to the public switched telephone
network (PSTN). Personal mobility allows users of telecommunication services to gain access to these
services from any convenient terminal (either wireline or wireless). Mobile cellular radio can be regarded
as an early form of ‘personal communications service’ allowing subscribers to place and receive telephone
calls over the PSTN wherever cellular service is provided. The three predominant competing world-wide
methods for digital PCS and Mobile Cellular access are: Code Division Multiple Access (CDMA), Time
Division Multiple Access (TDMA), and Global System for Mobile Communications (GSM). Of these
three, CDMA offers the best technical advantages for military applications based on its utilization of Direct
Sequence Spread Spectrum (DSSS) techniques for increased channel capacity, low probability of intercept
(LPI), and protection against jamming. CDMA's low transmission power requirements should also reduce
portable power consumption. The PCS standard for CDMA is J-STD-008. The Mobile Cellular standard for
CDMA is IS-95-A. In North America, the standard signaling protocol for CDMA and TDMA mobile
cellular is 1S-41-C. It should be recognized that for Operations-Other-Than-War (OOTW), a user may
require support of multiple protocols to access region-specific international digital PCS/Mobile Cellular
infrastructures.

International Mobile Telecommunications - 2000 (IMT-2000). IMT-2000 defines third generation mobile
systems which are scheduled to start service around the year 2000, subject to market conditions. Also
known as Future Public Land Mobile Telecommunications Systems (FPLMTS), these systems will provide
access by means of one or more radio links to a wide variety of telecommunication services supported by
the fixed and mobile telecommunications networks (e.g. PSTN/ISDN), and to other services which may be
unique to IMT-2000. A range of mobile terminal types, designed for mobile and fixed use, is envisaged
linking to terrestrial and/or satellite-based networks. A goal for third generation mobile systems is to
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provide global coverage and to enable terminals to be capable of seamless roaming between multiple
networks. The ability to coexist and work with pre-IMT-2000 systems is required.

Point-to-Point Standards. IETF draft standard RFC 1990, PPP Multilink Protocol, allows for aggregation
of bandwidth via multiple simultaneous dial-up connections. It proposes a method for splitting,
recombining and sequencing datagrams across multiple PPP links connecting two systems.

2.3.33 Military Satellite Communications (MILSATCOM)

SHF Satellite Terminal Standards. The following draft standards are under development: MIL-STD-188-
166 (Interface Standard, Interoperability and Performance Standard for SHF SATCOM Link Control),
MIL-STD-188-167 (Interface Standard, Message Format for SHF SATCOM Link Control), and MIL-STD-
188-168 (Interface Standard, Interoperability and Performance Standards for SHF Satellite
Communications Mulitplexers and Demultiplexers).

2.3.34 Radio Communications

Link 22 Transmission Standards. Link 22 Transmission media will be used to exchange Link 22 messages.
Link 22 messages, composed of F-Series formats, will be used for the exchange of maritime operational
data between tactical data systems using line of sight (UHF) and beyond line of sight (HF) bands. The
standard for Link 22 waveform is under development.

VHF. MIL-STD-188-241, RF Interface Requirements for VHF Frequency Hopping Tactical Radio
Systems, is a classified document that is currently under development. This standard identifies the anti-
jamming capabilities for VHF radio systems. :

2.3.3.5 Network Management

Network Management Systems for Data Communications. The following SNMP MIB modules are
identified as emerging IETF standards for implementation within systems that manage data
communications networks: (1) Asynchronous Transfer Mode (ATM) MIB, RFC 1695 - defines a set of
standard objects for managing ATM switches. (2) Border Gateway Protocol version 4 (BGP-4) MIB, RFC
1657 - defines a set of standard objects for managing this internetwork routing protocol. (3) Domain Name
Service (DNS) MIBs, RFCs 1611 and 1612 - define a set of standard objects for managing this name server
and name resolver services. (4) Internetwork Protocol (IP) MIBs, RFCs 2006 and 2011 - define a set of
standard objects for managing this traditional static IP and emerging mobile IP services. (5) Point-to-Point
Protocol (PPP) MIBs, RECs 1471 through 1474 - define a set of standard objects for managing PPP links,
security, IP network level, and bridge level services. (6) Remote Network Management Monitoring Version
2 (RMON?2) MIB, RFC 2021 - defines a set of standard objects for monitoring protocol communications
services across a subnetwork across all seven layers of the OSI model. (7) Transmission Control Protocol
(TCP) MIB, RFC 2012 - defines a set of standard objects for managing a system’s TCP services. (8) User
Datagram Protocol (UDP) MIB, RFC 2013 - defines a set of standard objects for managing a system’s UDP
services. (9) Directory Services MIB, RFC 1567 - currently defines a set of standard objects for monitoring
X.500 directory services. and is being updated to add support for LDAP. (10) Network Services MIB, RFC
2248 — defines MIB that serves as a basis for application specific monitoring and management. (11) Mail
Monitoring MIB, RFC 2249 — allows for the monitoring of Message Transfer Agents (MTAs).
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24 INFORMATION MODELING, METADATA, AND
INFORMATION EXCHANGE STANDARDS
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24.1 Introduction
24.1.1 Purpose

This section specifies the minimum information modeling, metadata, and information exchange standards
the DoD will use to develop or upgrade integrated, interoperable systems that directly or indirectly support
the Warfighter.

2.4.1.2 Scope

This section applies to activity models, data models, and data definitions used to define physical databases,
and formatted messages used to exchange information among systems.

Security standards related to this section are in Section 2.6.2.4.

2413 Background

An information model is a representation at one or more levels of abstraction of a set of real-world
activities, products, and/or interfaces. Within the Information System (IS) domain, there are two basic types
of models frequently created: activity and data.

Activity models are representations of mission area applications, composed of one or more related
activities. Information required to support the mission area function is the primary product of each activity
model. An activity model is also referred to as a function or process model.

Data models, developed from the information requirements documented in the activity model, define
entities, their data elements and illustrate the interrelationships among the entities. The data model
identifies the logical information requirements and metadata, which forms a basis for physical database
schemata and standard data elements.
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In order to provide an authoritative source for DoD data standards, the DoD created the Defense Data
Dictionary System (DDDS). The DDDS, managed by DISA, is a DoD-wide central database that includes
standard names and definitions for data entities and data elements (i.e., attributes). The DDDS server also
provides password-protected access to DoD standard data models. The DDDS is used to collect individual
data standards derived from the DoD data model (DDM) and to document content and format for data
elements. A classified version of the DDDS, known as the Secure Intelligence Data Repository (SIDR), has
been developed to support standardization of classified data elements and domains. System developers use
these repositories as a primary source of data element standards.

Information exchange is accomplished for the most part by sending formatted messages. The definition and
documentation of these exchange mechanisms are provided by various messaging standards. Each message
standard provides a means to define message form and functions (i.e., transfer syntax), which includes the
definition of the message elements that are contained in each message. The message fields, which are
currently defined in the various message standards, are not necessarily mutually consistent, nor are they
consistently based on any activity or data models either within a message system or across message
systems. Newer techniques provide more direct exchange of data without the user following a rigid format.
A model-based structure will eventually provide definitions which will be data element-based and will be -
compliant with the DoD data element standards established in accordance with the DoD Directive (DoDD)
8320.1, Data Administration, and associated DoD 8320.1 manuals.

Efficient execution of information exchange requirements (IERs) throughout the joint battlespace is key to
evolving the DoD toward the ultimate goal of seamless information exchange. The primary component of
this infrastructure is the Tactical Data Link (TDL), composed of message elements/messages and physical
media. However, due to the diversity of Warfighter requirements, no single data link is applicable to every
platform and weapon system.

Tactical Digital Information Links (TADILs), structured on bit-oriented message standards, evolved to
meet critical real-time and near-real-time message requirements. The United States Message Text Format
(USMTF), designed primarily for non-real-time exchange, is based on a character-oriented message format
and is the standard for human-readable and machine-processable information exchange. The goal of TDLs,
character-oriented/human-readable (USMTF messages), imagery, voice, and video standards is to provide a
timely, integrated, and coherent picture for joint commanders and their operational forces.

Disparate data link message formats and communications media have resulted in late delivery of crucial
battlefield information. This causes significant interoperability problems among the Commanders-in-Chief
(CINCs), Services, Agencies (C/S/As), and allied nations. Currently, it is difficult to establish seamless
information flow among diverse data link units. Future joint operations, such as ballistic missile defense
and battlefield digitization, will place greater emphasis on the need for automated C4I functions.
Tomorrow’s battlefields will vastly increase the burden on networks.

24.2 Mandates

This subsection identifies the mandatory standards, profiles, and practices for information modeling,
metadata, and information exchange standards.

24.2.1 Activity Model

Activity models are used to document/model the activities, processes, and data flows supporting the
requirements of process improvement and system development activities. Prior to system development or
major system update, an activity model is prepared to depict the mission area function to a level of detail
sufficient to identify each entity in the data model that is involved in an activity. The activity model forms
the basis for data model development or refinement. It is validated against the requirements and doctrine,
and approved by the operational sponsor.

The mandated standard for activity modeling is:
e FIPS PUB 183, Integration Definition for Function Modeling (IDEF0), December 1993.
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24.2.2 Data Model

Relational data models are used in software requirements analyses and design activities as a logical basis
for physical data exchange and shared data structures, including message formats and schema for shared
databases. The DoD Data Model (DDM) is a department-wide logical data model which provides the
standard definition and use of specific data elements to the developers of all DoD systems. Command and
control systems will incorporate applicable Command and Control (C2) Core Data Model (C2CDM)
requirements. The C2CDM is a subset of the DDM.

Implementation of the DDM and C2CDM will be interpreted to mean that the DDM and C2CDM will
serve as the logical database schema defining the names, representations, and relations of data within DoD
systems. System developers comply by using this database schema as the basis of their own physical
database schemas. Developers of new and existing systems will maintain traceability between their
physical database schema and the DDM and C2CDM, as applicable, by registering the use of the data
standards in the DDDS. Information regarding access to the DDM and C2CDM can be obtained from the
DoD Data Administration World Wide Web home page at:

http://www-datadmn.itsi.disa.mil/

Adherence to the DDM will aid DoD agencies in becoming data interoperable among all information
systems. The information requirements of a new or major system upgrade will be documented within a data
model based on the DDM. New information requirements are submitted by DoD Components and
approved by functional data stewards in accordance with DoD Manual 8320.1-M-1, DoD Data
Standardization Procedures. These information requirements will be used to extend the DDM and C2CDM,
as appropriate.

System engineering methodology internal to a system is unrestricted. The mandated standards for Data

Modeling are:

e DoD Manual 8320.1-M-1, DoD Data Standardization Procedures, April 1998 (which mandates the use
of the DDM).

e FIPS PUB 184, Integration Definition For Information Modeling (IDEF1X), December 1993.

2.4.2.3 DoD Data Definitions

The Defense Data Dictionary System (DDDS) is a central database that includes standard data entities, data
elements, and provides access to DDM files from the DDDS server. The procedures for preparing and
submitting data definitions and data models for standardization are covered in DoD Manual 8320.1-M-1. A
classified version of the DDDS, Secure Intelligence Data Repository (SIDR), has been developed to
support standardization of classified data elements and domains. System developers shall use these
repositories as a primary source of data element standards.

The mandated standards for DoD Data Definitions are:

e DoD Manual 8320.1-M-1, DoD Data Standardization Procedures, April 1998.
e Defense Data Dictionary System (DDDS).

e  Secure Intelligence Data Repository (SIDR).

24.2.3.1 DoD Date Standards

In order to ‘ensure the unambiguous exchange of date data between systems before, during, and past the
year 2000, database design and data modeling shall adhere to DoD date data standards. For external
exchange of character dates between systems not using a standardized message or transaction format, the
mandated standards are:

e Calendar Date: DDDS Counter ID # 195
Format: YYYYMMDD (8-digit contiguous)
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Where: YYYY = year; MM = month; DD = day
(Also referenced in ISO 8601, ANSI X3.30, and FIPS 4-1)

e  Ordinal Date: DDDS Counter ID # 165
Format: YYYYDDD (7-digit contiguous)
Where: YYYY = year; DDD = ordinal day within year
(Also referenced in ISO 8601)

e Year Date: DDDS Counter ID #166
Format: YYYY (4-digit contiguous)
Where: YYYY =year
(Also referenced in ISO 8601)

2424 Information Exchange Standards

24.24.1 Information Exchange Standards Applicability

Information Exchange Standards refer to the exchange of information among mission area applications
within the same system or among different systems. The scope of information exchange standards follows:

A. The exchange of information among applications shall be based on the logical data models developed
from identifying information requirements through activity models, where appropriate. The data model
identifies the logical information requirements, which shall be developed into physical database
schemata and standard data elements.

B. The standard data elements shall be exchanged using the data management, data interchange, and
distributed computing services of application platforms. (Refer to Section 2.2 for further guidance on
these services.) The goal is to exchange information directly between information systems, subject to
security classification considerations.

For purposes of clarification, Information Exchange Standards refer to the system or application-
independent ability of data to be shared, whereas Data Interchange is system or application-specific. Hence,
this section discusses information exchange standards as the generic ability of a system or application to
share data. Interchange standards help form the DII Common Operating Environment (COE) ensuring the
use of system or application formats which can share data. Key references include Section 2.2.2.2.1.3, for
SQL standards in Data Management Services and Section 2.2.2.2.1.4 for Data Interchange Services.

In distributed databases, other types of data messaging may be used as long as they remain DDDS
compliant.

24242 Tactical Information Exchange Standards

The message standards below are joint/combined message standards that provide for the formatted transfer
of information between systems. Although it must be recognized that the J-Series Family of TDLs and the
USMTF Standards are not model-based and therefore do not meet the goals of standard information
exchange, they must be recognized as existing standards. As more systems are developed using logical data
models and standard data elements, these message standards must evolve to be data model-based if they are
to continue to support joint automated systems. In distributed databases, other types of data messaging may
be used as long as they remain DDDS compliant.

2.4.24.2.1 Bit-oriented Formatted Messages

The J-Series Family of TADILs allow information exchange using common data element structures and
message formats which support time-critical information. They include Air Operations/Defense Maritime,
Fire Support, and Maneuver Operations. These are the primary data links for exchange of bit-oriented
information. The family consists of LINK 16, LINK 22, and the Joint Variable Message Format (VMF) and
interoperability is achieved through use of J-Series family messages and data elements. The policy and
management of this family is described in the Joint Tactical Data Link Management Plan JTDLMP), dated
6 June 1996.
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New message requirements shall use these messages and data elements or use the message construction
hierarchy described in the JTDLMP. The mandated standards for information exchange are:

e  MIL-STD-6016, Tactical Digital Information Link (TADIL) J Message Standard, 7 February 1997.
e STANAG 5516, Edition 1, Tactical Data Exchange - LINK 16, Ratified 15 January 1997.

o Joint Interoperability of Tactical Command and Control Systems Variable Message Format (VMF)
Technical Interface Design Plan (Test Edition) Reissue 2, August 1996. ‘

2.4.24.2.2 Character-based Formatted Messages

USMTF messages are jointly agreed, fixed-format, character-oriented messages that are human-readable
and machine-processable. USMTFs are the mandatory standard for record messages when communicating
with the Joint Staff, Combatant Commands, and Service Components. The mandated standard for USMTF
Messages is:

e MIL-STD-6040, United States Message Text Format (USMTF), 1 January 1997.

Note: MIL-STD-6040 is published every January with an implementation in the following January.

243 Emerging Standards

The standards listed in this subsection are expected to be elevated to mandatory status when
implementations of the standards mature.

2.4.3.1 Activity Modeling

The emerging standard for activity modeling is IEEE P1320.1, IDEFO Function Modeling, currently under
development by a working group of the Software Engineering Standards Committee of the IEEE Computer
Society. The standard extends FIPS PUB 183 by specifying detailed syntax and semantics for the IDEFO
language. The IDEFO language deals with the constructs, semantics and syntax of the function modeling.
The IDEFQ language is used to produce a function model which is a structured representation of the
functions of a system or environment, and the information and objects which interrelate those functions.
The intent of the IEEE standard is not to significantly change the notation described in FIPS PUB 183 but
rather to improve the definition of it.

2.4.3.2 Data Modeling

The emerging standards for data modeling are IDEF1X97, Conceptual Schema Modeling and the Unified
Modeling Language (UML). These standards accommodate object-oriented methods (OOM):

IDEF1X97. IDEF1X97 is being developed by the IEEE IDEF1X Standards Working Group of the IEEE
1320.2 Standards Committee. The standard describes two styles of the IDEF1X model. The key-style is
used to produce information models which represent the structure and semantics of data within an
enterprise and is backward-compatible with the US Government’s Federal Standard for IDEF1X, FIPS 184.
The identity-style is a wholly new language which provides system designers and developers a robust set of
modeling capabilities covering all static and many dynamic aspects of the emerging object model. This
identity-style can, with suitable automation support, be used to develop a model which is an executable
prototype of the target object-oriented system. The identity-style can be used in conjunction with emerging
dynamic modeling techniques to produce full object-oriented models.

Unified Modeling Language (UML). UML (Rational Corp., Version 1.0, January 1997) is a language for
specifying, constructing, visualizing, and documenting the artifacts of a software-intensive system. In an
elaborative approach, developers develop models and increasingly add details until the model becomes the
actual system being developed. The UML is being submitted to the Object Management Group (OMG) for
adoption as an industry standard. Information may be obtained from the World Wide Web at:

httg://www.rational.con_l.
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2433 DoD Data Definitions

DISA Joint Interoperability and Engineering Organization (JIEO), in coordination with the Standards
Coordinating Committee (SCC) and the Change Control Board (CCB), will develop the strategy/policy for
migration from many tactical data link (bit-oriented) and character-oriented joint message standards to a
minimal family of DoD 8320.1-compliant information exchange standards. A normalized unified
data/message element dictionary will be developed based on normalized Data Model and associated data
element standards. The dictionary will support both character and bit-oriented representation of the
standard data and their domain values. Message standards will then establish the syntax for standard data
packaging to support mission requirements (e.g., character or bit-oriented, fixed or variable format, etc.).
The unified data dictionary will ensure that multiple representations are minimized and transformation
algorithms are standardized. The Data Model basis for the data elements will ensure the information is
normalized.

24.3.4 Information Exchange Standards

The emerging standards for information exchange are:

— Multi-functional Information Distribution System (MIDS). MIDS is a planned replacement for the
Joint Tactical Information Distribution System (JTIDS). MIDS will provide secure jam-resistant
communications, utilizing tactical digital data and voice. Message format standards for MIDS will not
change from those of the JTIDS.

— STANAG 5522, Edition 1, Tactical Data Exchange - LINK 22 (Undated) is the Multinational Group
(MG) agreed Configuration Management (CM) baseline document as of 15 September 1995. It is
distributed as ADSTA(DLWG)-RCU-C-74-95.
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2.5.1 Introduction

2.5.1.1 Purpose

This section provides a common framework for Human-Computer Interface (HCI) design and
implementation in DoD automated systems. The objective is to standardize user interface design and
implementation options thus enabling DoD applications within a given domain to appear and behave
consistently. The standardization of HCI appearance and behavior within the DoD will result in higher
productivity, shorter training time, and reduced development, operation, and support costs.

2.5.1.2 Scope

This section addresses the presentation and dialogue levels of the Human-Computer Interface. Section 2.2
addresses the application program interface (API) definitions and protocols. See Section 2.6.2.5 and
Appendix A of the DoD HCI Style Guide, Security Presentation Guidelines, and other applicable portions
of the DoD HCI Style Guide for HCI Security.

2513 Background

The objective of system design is to ensure system reliability and effectiveness. To achieve this objective
the human must be able to effectively interact with the system. Humans interact with automated systems
using the HCL. The HCI includes the appearance and behavior of the interface, physical interaction devices,
graphical interaction objects, and other human-computer interaction methods. A good HCI is both easy to
use and appropriate to the operational environment. It exhibits a combination of user-oriented
characteristics such as intuitive operation, ease and retention of learning, facilitation of user task
performance, and consistency with user expectations.

The need to learn the appearance and behavior of different HCIs used by different applications and systems
increases both the training burden and the probability of operator error. What is required are interfaces that
exhibit a consistent appearance and behavior both within and across applications and systems.
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2.5.2 Mandates

This subsection identifies the mandatory standards, profiles, and practices for human-computer interfaces.
Each mandated standard or practice is clearly identified on a separate line, and includes a formal reference
that can be included within Requests for Proposals (RFP) or Statements of Work (SOW). Appendix B
contains a table that summarizes the mandated standards from this section, as well as providing information
on how to obtain the standards.

2.5.2.1 General

The predominant types of HCIs include graphical user interfaces (GUIs) and character-based interfaces.
For all DoD automated systems, the near-term goal is to convert character-based interfaces to GUIs.
Although GUISs are the preferred user interface, some specialized devices may require use of character-
based interfaces due to operational, technical, or physical constraints. These specialized interfaces shall be
defined by domain-level style guides and further detailed in system-level user interface specifications. In
order to present a consistent interface to the user, application software shall not mix command line user
interfaces and GUIs.

2.5.2.1.1 Character-based Interfaces
The following is mandated for systems with an approved requirement for a character-based interface:
e DoD HCI Style Guide, TAFIM Version 3.0, Volume 8, 30 April 1996.

While not mandated, additional guidance for developing character-based interfaces can be found in
ESD-TR-86-278, Guidelines for Designing User Interface Software (Smith and Mosier 1986).

25.2.1.2 Graphical User Interface

When developing DoD automated systems, the graphical user interface shall be based on one commercial
user interface style guide consistent with Section 2.5.2.2.1. Hybrid GUIs that mix user interface styles (e.g.,
Motif with Microsoft Windows) shall not be created. A hybrid GUI is a GUI that is composed of toolkit
components from more than one user interface style. When selecting commercial off-the-shelf
(COTS)/government off-the-shelf (GOTS) applications for integration with developed DoD automated
systems, maintaining consistency in the user interface style is highly recommended.

See Section 2.2.2.2.1.2 for mandated GUI standards.

2.5.2.2 Style Guides

An HCI style guide is a document that specifies design rules and guidelines for the look and behavior of the
user interaction with a software application or a family of software applications. The goal of a style guide is
to improve human performance and reduce training requirements by ensuring consistent and usable design
of the HCI across software modules, applications, and systems. The style guide represents "what" user
interfaces should do in terms of appearance and behavior, and can be used to derive HCI design
specifications which define "how" the rules are implemented in the HCI application code.

Figure 2.5-1 illustrates the hierarchy of style guides that shall be followed to maintain consistency and good
HCI design within the DoD. This hierarchy, when applied according to the process mandated in the DoD
HCI Style Guide, provides a framework that supports iterative prototype-based HCI development. The
process starts with top-level general guidance and uses prototyping activities to develop system-specific
design rules.

The interface developer shall use the selected commercial GUI style guide, refinements provided in the
DoD HCI Style Guide, and the appropriate domain-level style guide for specific style decisions, along with
input of human factors specialists to create the system-specific HCI. The following paragraphs include
specific guidance regarding the style guide hierarchy levels.
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2.5.2.2.1 Commercial Style Guides

A commercial GUI style shall be selected as the basis for user interface development. The GUI style
selected is usually driven by the mandates specified in Section 2.2 (User Interface Services and Operating
System Services).

2.5.2.2.1.1 X-Window Style Guides

If an X-Windows based environment is selected, the style guide corresponding to the selected version of
Motif is mandated:

e  Open Software Foundation (OSF)/Motif Style Guide, Revision 1.2 (OSF 1992).

For systems required to interface with the Defense Information Infrastructure (DII) Common Operating
Environment (COE), the following specification is mandated:

e  TriTeal Enterprise Desktop (TED) 4.0 Style Guide and Certification Checklist, Carlsbad, CA: TriTeal
Corporation, 1995.

2.5.2.2.1.2  Windows Style Guide
If a Windows based environment is selected, the following is mandated:
e  “The Windows Interface Guidelines for Software Design”, Microsoft Press, 1995.

2.5.2.2.2 DoD Human-Computer Interface (HCI) Style Guide

The DoD HCI Style Guide is a high level document which allows consistency across DoD systems without
undue constraint on domain and system level implementation. The DoD HCI Style Guide (Volume 8 of the
TAFIM Version 3.0) was developed as a guideline document presenting recommendations for good
Human-Computer Interface design. This document focuses on Human-Computer behavior and concentrates
on elements or functional areas that apply to DoD applications. These functional areas include such things
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as security classification display, mapping display and manipulation, decision aids, and embedded training.
This style guide, while emphasizing commercial GUISs, contains guidance that can be used for all types of
systems including those which employ character-based interfaces. Although the DoD HCI Style Guide is
not intended to be strictly a compliance document, it does represent DoD policy.

The following guideline is mandated: _
e DoD HCI Style Guide, TAFIM Version 3.0, Volume 8, 30 April 1996.

The general principles given in this document apply to all interfaces; some specialized areas, however,
require separate consideration. Specialized interfaces, such as those used in hand-held devices, have
interface requirements that are beyond the scope of the DoD HCI Style Guide. These systems shall comply
with their domain-level style guide and follow the general principles and HCI design guidelines presented
in the DoD HCI Style Guide.

25223 Domain-level Style Guides

The JTA allows for the development of domain-level HCI style guides. These style guides will reflect the
consensus on HCI appearance and behavior for a particular domain within the DoD. The domain-level style
guide will be the compliance document and may be supplemented by a system-level style guide.

The following domain-level style guide is mandated for Motif-based systems.
e User Interface Specification for the Defense Information Infrastructure (DII), Version 2.0, June 1996.

2.5.2.24 System-level Style Guides

System-level style guides provide the special tailoring of commercial, DoD, and domain-level style guides.
These documents include explicit design guidance and rules for the system, while maintaining the
appearance and behavior provided in the domain-level style guide. If needed, the Motif-based system-level
style guide will be created in accordance with the User Interface Specification for the DII.

2.5.2.3 Symbology _
The following standard is mandated for the display of common warfighting symbology:

e MIL-STD-2525A, Common Warfighting Symbology, 15 December 1996.

253 Emerging Standards

The standards listed in this subsection are expected to be elevated to mandatory status when
implementations of the standards mature.

Motif 2.1 Style Guide is published as part of the CDE 2.1 documentation, and is expected to be mandated.

Most Web-based interfaces use Hypertext Markup Language (HTML) to describe the structure of the
information they contain. The next version of the DoD HCI Style Guide and the User Interface
Specifications for the DII are expected to address HTML-based interfaces. The next version of the User
Interface Specification for the DII addresses Win32-based interfaces.

Currently, research is underway to investigate non-traditional user interfaces. Such interfaces may be
gesture-based and may involve processing multiple input sources, such as voice and spatial monitors.
Ongoing research and investigation includes the use of virtual reality and interface agents. Interface agents
autonomously act on behalf of the user to perform various functions, thus allowing the user to focus on the
control of the task domain. The DoD will integrate standards for non-traditional user interfaces as research
matures and commercial standards are developed

Work to standardize data labeling for classified electronic and hardcopy documents is in progress. The
results of this effort will replace the labeling standards currently appearing in Appendix A of the DoD HCI
Style Guide, TAFIM, Version 3.0, Volume 8, 30 April 1996.
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2.6.1 Introduction

2.6.1.1 Purpose

This section provides the information system security standards necessary to implement security at the
required level of protection.

2.6.1.2 Scope

The standards mandated in this section apply to all DoD information technology systems. This section
provides the security standards applicable to information processing, transfer, modeling and standards, and
Human-Computer Interfaces (HCI). This section also addresses. standards for security audit and key
management mechanisms. Subsection 2.6.2 addresses mandated security standards, and subsection 2.6.3
addresses emerging security standards.

2.6.1.3 Background

The Technical Architecture Framework for Information Management (TAFIM) provides a blueprint for the
Defense Information Infrastructure (DII), capturing the evolving vision of a common, multipurpose,
standards-based technical infrastructure. The DoD Goal Security Architecture (DGSA), Volume 6 of the
DoD TAFIM, dated 30 April 1996, provides a comprehensive view of the architecture from the security
perspective. The DGSA is a generic architectural framework for developing mission-specific security
architectures; it includes security services for information systems (authentication, access control, data
integrity, data confidentiality, non-repudiation, and availability). Although advancements in security theory
and technology are needed to develop systems that are consistent with DGSA, the DGSA concepts and
principles can be incorporated into current systems.

Interoperability requires seamless information flow at all levels of information classification without
compromising security. The goal is to protect information at multiple levels of security, recognizing that
today’s DoD systems are "islands" of system-high solutions.

Systems that process sensitive data must be certified and accredited before use. Certification is the
technical evaluation of security features and other safeguards, made in support of the accreditation.
Accreditation is the authorization by the Designated Approving Authority (DAA) that an information
system may be placed into operation. By authorizing a system to be placed in operation, the DAA is
declaring that the system is operating under an "acceptable level of risk." Therefore, system developers
should open dialog with the Certifier and DAA concurrently with their use of the Joint Technical
Architecture (JTA), as DAA decisions can affect the applicability of standards within specific
environments.

DoD systems should have adequate safeguards to enforce DoD security policies and system security
procedures. System safeguards should provide adequate protection from user attempts to circumvent
system access control, accountability, or procedures for the purpose of performing unauthorized system
operations.

Security requirements and engineering should be determined in the initial phases of design. The
determination of security services to be used and the strength of the mechanisms providing the services are
primary aspects of developing the specific security architectures to support specific domains. Section 2.6 of
the JTA is used after operational architectural decisions are made regarding the security services needed
and the required strengths of protection of the mechanisms providing those services.

The proper selection of standards can also provide a basis for improved information protection. Although
few specific standards for the general topic of "information protection” exist within Defensive Information
Warfare, selecting standards with security-relevant content contributes to the overall improvement of the
security posture of information systems.
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2.6.2 Mandates

This subsection identifies the mandatory standards, profiles, and practices for information systems security
standards. Each mandated standard or practice is clearly identified on a separate line, and includes a formal
reference that can be included within Requests for Proposals (RFP) or Statements of Work (SOW).
Appendix B contains a table that summarizes the mandated standards from this section, as well as
providing information on how to obtain the standards.

2.6.2.1 Introduction

This section contains the mandatory information systems security standards and protocols that shall be
implemented in systems that have a need for the corresponding interoperability-related services. If a service
is to be implemented, then it shall be implemented at the required level of protection using the associated
security standards in this section. If a service is specified by more than one standard, the appropriate
standard should be selected based on system requirements. Section 2.6.2 is structured to mirror the overall
organization of the JTA so that readers can easily link security topics with the related subject area in the
sections of the JTA (information processing; information transfer; information modeling, metadata, and
information exchange; and human-computer interface) and their subsections.

2.6.2.2 Information Processing Security Standards

Technical evaluation criteria to support information system security policy, and evaluation and approval,
disapproval, and accreditation responsibilities are promulgated by DoD Directive (DoDD) 5200.28. Based
on the required level of trust, the following information processing security standards are mandated.

2.6.2.2.1 Application Software Entity Security Standards

The following standards are mandated for the development and acquisition of application software
consistent with the required level of trust:

e DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985.
e NCSC-TG-021, Version 1, Trusted Database Management System Interpretation, April 1991.

If FORTEZZA services are used, the following are mandated:
e FORTEZZA Application Implementers’ Guide, MD4002101-1.52, 5 March 1996.
e FORTEZZA Cryptologic Interface Programmers’ Guide, MD4000501-1.52, 30 January 1996.

2.6.2.2.2 Application Platform Entity Security Standards

For the application platform entity, security standards are mandated for data management services and
operating system services. Security is an important part of other application platform service areas, but
there are no standards for the other service areas.

2.6.2.2.2.1 Data Management Services

The following standard is mandated for data management services consistent with the required level of
trust:

e NCSC-TG-021, Version 1, Trusted Database Management System Interpretation, April 1991.

2.6.2.2.2.2  Operating System Services Security

For the application platform entity, the following standard is mandated for the acquisition of operating
systems consistent with the required level of trust:

e DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985.

2.6.2.2.2.2.1 Security Auditing and Alarms Standards

Security auditing is a review or examination of records and activities to test controls, ensure compliance
with policies and procedures, detect breaches in security, and indicate changes in operation. Security alarm
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reporting is the capability to receive notifications of security-related events, alerts of any misoperations of
security services and mechanisms, alerts of attacks on system security, and information as to the perceived
severity of any misoperation, attack, or breach of security.

The following standard is mandated for security auditing or alarm reporting:
e DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985.

2.6.2.2.2.2.2 Authentication Security -Standards

Authentication supports tracing security-relevant events to individual users. If Open Software Foundation
DCE Version 1.1 is used, the following authentication standard is mandated:

e IETF RFC-1510, The Kerberos Network Authentication Service, Version 5, 10 September 1993.

If DCE Version 1.1 is not-used, the following authentication standard is mandated:
e FIPS-PUBS 112, Password Usage, 30 May 1985.

Additional guidance documents: NCSC-TG-017 - A Guide to Understanding Identification and
Authentication in Trusted Systems; CSC-STD-002 - DoD Password Management Guidance.

2.6.2.3 Information Transfer Security Standards

This section discusses the security standards that shall be used when implementing information transfer
security services. Security standards are mandated for the following information transfer areas: end system
(host standards), and network (internetworking standards).

2.6.2.3.1 End-system Security Standards

Security standards for host end-systems are included in the following subsections.

2.6.2.3.1.1  Host Security Standards

Host end system security standards include security algorithms, security protocols, and evaluation criteria.
The first generation FORTEZZA Cryptographic Card is designed for protection of information in
messaging and other applications.

For systems required to interface with Defense Message System, the following standard is mandated:
¢ FORTEZZA Interface Control Document, Revision P1.5, 22 December 1994.

2.6.2.3.1.1.1 Security Algorithms

To achieve interoperability, products must support a common transport protocol. Transport protocols must
agree on a common cryptographic message syntax, cryptographic algorithms, and modes of operations
(e.g., cipher block chaining). Transport protocols support negotiation mechanisms for selecting common
syntax, algorithms, and modes of operation.

The following paragraphs identify security standards that shall be used for the identified types of
cryptographic algorithms.

Message digest or hash algorithms are one-way functions which create a "fingerprint" of a message. They
provide data integrity when used in conjunction with other cryptographic functions. If message digest or
hash algorithms are required, Key Recovery will be implemented in the certificate management hierarchy.
The NSA developed encryption algorithm SKIPJACK is mandated:

e SKIPJACK, NSA, R21-TECH-044, 21 May 1991.

Digital signatures provide strong identification and authentication. Related standards include public key
certificate standards (X.509) and directory service standards (X.500). If digital signature is required, the
following standard is mandated:
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e FIPS PUB 186, Digital Signature Standard, May 1994.

Encryption prevents unauthorized disclosure of information during transmission. Systems processing
classified information must use a Type 1 NSA-approved encryption product which can also be used to
encrypt sensitive but unclassified information.

Key exchange algorithms allow two parties to exchange encryption keys without relying on out-of-band
communications. In FORTEZZA applications, the following NSA-developed Type II key exchange
algorithm is mandated:

e Key Exchange Algorithm, NSA, R21-TECH-23-94, 12 July 1994.

2.6.2.3.1.1.2 Secilrity Protocols

The following standard is mandated for DoD systems that are required to exchange security attributes, for
example sensitivity labels:

e  MIL-STD-2045-48501, Common Security Label, 25 January 1995.

Establishment of a certificate and key management infrastructure for digital signature is required for the
successful implementation of the security architecture. This infrastructure is responsible for the proper
creation, distribution, and revocation of end users’ public key certificates. The following standard is
mandated:

e ITU-T Rec. X.509 (ISO/IEC 9594-8.2), Version 3, The Directory: Authentication Framework, 1993.

The Message Security Protocol (MSP) Version 4.0 has been revised to accommodate, in part, Allied
requirements. All of MSP 4.0 features have been incorporated into ACP-120, Allied Communications
Publication 120, Common Security Protocol. The following messaging security protocol is mandated for
DoD message systems that are required to exchange sensitive but unclassified and classified information:

e ACP-120, Allied Communications Publication 120, Common Security Protocol, CSP, 1997.

The following key management protocol is mandated:

e SDN.903, revision 3.2, Secure Data Network System (SDNS) Key Management Protocol (KMP), 1
August 1989.

2.6.2.3.1.1.3 Evaluation Criteria Security Standards

The following standards are mandated consistent with the required level of trust:

e DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985.
e NCSC-TG-005, Version 1, Trusted Network Interpretation, July 1987.

2.6.2.3.2 Network Security Standards

Systems processing classified information must use Type 1 NSA-approved encryption products to provide
both confidentiality and integrity security services within the network.

When network layer security is required, the following security protocol is mandated:
e SDN.301, Revision 1.5, Secure Data Network System (SDNS) Security Protocol 3 (SP3), 1989.

The following standard is mandated for DoD systems that are required to exchange security attributes, for
example sensitivity labels:

e MIL-STD-2045-48501, Common Security Label, 25 January 1995.

2.6.2.33 Transmission Media Security Standards
There are currently no security standards mandated for transmission media.
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2.6.24 Information Modeling, Metadata, and Information Security
Standards

At this time, no information modeling, metadata, and information security standards are mandated. Process
models and data models produced should be afforded the appropriate level of protection. (Ref: NCSC-TG-
010, October 1992, A Guide to Understanding Security Modeling in Trusted Systems).

2.6.2.5 Human-Computer Interface Security Standards

DoD 5200.28-STD, DoD Trusted Computer System Evaluation Criteria (TCSEC), December 1985,
specifies the minimal security requirements associated with a required level of protection for DoD
automated systems. HCI security-related requirements may include authentication, screen classification
display, and management of access control workstation resources.

For systems employing graphical user interfaces, the following guideline is mandated:
e  DoD Human-Computer Interface Style Guide, TAFIM Version 3.0, Volume 8, 30 April 1996.

2.6.3 Emerging Standards

The standards listed in this subsection are expected to be elevated to mandatory status when
implementations of the standards mature.

2.6.3.1 Introduction

The emerging security standards described in this section are drawn from work being pursued by ISO,
IEEE, IETF, Federal standards bodies, and consortia such as the Object Management Group (OMG).
Section 2.6.3 is structured to mirror the overall organization of the JTA so that readers can easily link
security topics with the related subject area in the sections of the JTA (information processing; information
transfer; information modeling, metadata, and information exchange; and human-computer interface) and
their subsections.

2.6.3.2 Information Processing Security Standards

Information processing security standards are emerging in applications software and application platform
entity areas.

2.6.3.2.1 Application Software Entity Security Standards

Emerging application software entity standards include evaluation criteria and World Wide Web (WWW)
security-related standards.

2.6.3.2.1.1  Evaluation Criteria Security Standards

The Evaluation Criteria for Information Technology Security (Common Criteria) represents the outcome of
efforts to develop criteria for evaluation of IT security that are widely useful within the international
community. It is an alignment and development of a number of the existing European, US. and Canadian
criteria (ITSEC, TCSEC and CTCPEC respectively). The Common Criteria resolves the conceptual and
technical differences between the source criteria. It is a contribution to the development of an international
standard, and opens the way to worldwide mutual recognition of evaluation results (ISO/IEC
JTC1/SC27/WG3 N304, 23 April 1996).

2.6.3.2.1.2 World Wide Web Security Standards

"The Transport Layer Security (TLS) Protocol, Version 1.0," Tim Dierks (Consensus Development),
Christopher Allen (Consensus Development), 21 May 1997, draft-ietf-tls-protocol-03.txt, which
incorporates the Secure Sockets Layer (SSL) Protocol Version 3.0, 18 November 1996, is an Internet
Engineering Task Force (IETF) Draft document supporting WWW security, and is being considered for
standardization. The TLS protocol provides communications privacy over the Internet. The protocol allows
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client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or
message forgery. TLS runs above the transport layer.

2.6.3.2.2 Application Platform Entity Security Standards

For the application platform entity, security standards are emerging for software engineering, operating
systems, and distributed computing services.

2.6.3.22.1  Software Engineering Services Security

For software engineering services, security standards are emerging for Generic Security Service (GSS)-
Application Program Interface (API) and POSIX areas.

2.6.3.2.2.1.1 Generic Security Service (GSS)-Application Program Interface
(API) Security

The GSS-API, as defined in RFC-1508, September 1993 (IETF), provides security services to callers in a
generic fashion, supportable with a range of underlying mechanisms and technologies and hence allowing
source-level portability of applications to different environments. RFC-1508 defines GSS-API services and
primitives at a level independent of underlying mechanism and programming language environment. RFC-
2078, "GSS-API, Version 2.0," J. Linn, January 1997, revises RFC-1508, making specific, incremental
changes in response to implementation experience and liaison requests.

The IETF Draft, "Independent Data Unit Protection Generic Security Service Application Program
Interface (IDUP-GSS-API)," C. Adams, 25 March 1997, draft-ietf-cat-idup-gss-07.txt, extends the GSS-
API (RFC-1508) for non-session protocols and applications requiring protection of a generic data unit
(such as a file or message) in a way which is independent of the protection of any other data unit and
independent of any concurrent contact with designated "receivers” of the data unit. An example application
is secure electronic mail where data needs to be protected without any on-line connection with the intended
recipient(s) of that data. Subsequent to being protected, the data unit can be transferred to the recipient(s) -
or to an archive - perhaps to be processed as unprotected days or years later.

2.6.3.2.2.1.2 POSIX Security Standards

The following draft IEEE standards define a standard interface and environment for POSIX-based

computer operating systems that require a secure environment:

— IEEE P1003.1e, POSIX Part 1: System API - Protection, Audit, and Control Interfaces [C Language],
Draft, 16 June 1997.

— IEEE P1003.2¢, POSIX Part 2: Shell and Utilities - Protection and Control Interfaces, Draft, 16 June
1997.

These draft standards define security interfaces to open systems for access control lists, audit, privilege,
mandatory access control, and information label mechanisms and are stated in terms of their C bindings.

2.6.3.2.2.2  Operating System Services Security

Operating system services security standards are emerging in the following areas: evaluation criteria and
authentication. '

2.6.3.2.2.2.1 Evaluation Criteria Security Standards

See Section 2.6.3.2.1.1 for a description of the emerging Common Criteria. It is expected that the evolving
Common Criteria Protection Profiles will replace those references to the Orange Book (e.g., Orange Book
Class C2 would equate to a specific Common Criteria Protection Profile). More information on Common
Criteria Protection Profiles is available on NIST's World Wide Web home page at:

http://csrc.nist.gov/nistpubs/ce
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2.6.3.2.2.2.2 Authentication Security Standards

IETF RFC-1938, "A One-Time Password System,” May 1996, provides authentication for system access
(login), and other applications requiring authentication, that is secure against passive attacks based on
replaying captured reusable passwords. The One-Time Password System evolved from the S/KEY One-
Time Password System that was released by Bellcore.

‘When Remote Dial In Authentication is required, the following standard may be used:
— IETF RFC 2138, “Remote Authentication Dial In User Service (RADIUS),” April 1997.

2.6.3.2.2.3  Distributed Computing Services Security Standards
DCE Authentication and Security Specification (P315) is a draft Open-Group Specification for DCE.

The Common Object Request Broker Architecture (CORBA) Security Services define a software
infrastructure that supports access control, authorization, authentication, auditing, delegation, non-
repudiation, and security administration for distributed object-based systems. This infrastructure can be
based on existing security environments and can be used with existing permission mechanisms and login
facilities. The key security functionality is confined to a trusted core that enforces the essential security
policy elements. Since the CORBA Security Services are intended to be flexible, two levels of
conformance may be provided. Level 1 provides support for a default system security policy covering
access control and auditing. Level 1 is intended to support applications that do not have a default policy.
Level 2 provides the capability for applications to control the security provided at object invocation and
also for applications to control the administration of an application-specific security policy. Level 2 is
intended to support multiple security policies and to provide the capability to select separate access control
and audit policies.

2.6.3.3 Information Transfer Security Standards

Security standards are emerging for the following information transfer areas: end-systems (host standards)
and network (internetworking standards).

2.6.3.3.1 End-system Security Standards

Emerging end-system security standards include host standards discussed in the following subsection.

2.6.3.3.1.1  Host Security Standards

Security standards are emerging for host end systems in the security protocols and public key infrastructure
areas discussed in the following subsections.

2.6.3.3.1.1.1 Security Protocols

In mid-1996, some significant improvements were proposed to the Secure/Multipurpose Internet Mail
Extensions (S/MIME) messaging security protocol and the underlying encapsulation protocol, PKCS#7.
With these improvements, SMIME will provide a business quality security protocol for both the Internet
and X.400 messaging environments. The improvements include: (1) algorithm independence; (2) support
for digitally signed receipts; (3) support for mail lists; and (4) support for sensitivity labels in signed and
unsigned/encrypted messages. This effectively merges S/MIME and Message Security Protocol (MSP)
4.0/ACP-120. In November 1997, the IETF formed the S/MIME security protocol working group to create
Internet standards based on S/MIME and these improvements.

It is expected that the Trusted Systems Interoperability Group (TSIG) Trusted Information for Exchange
for Restricted Environments (TSIX (RE) 1.1) will adopt MIL-STD-2045-48501 as a replacement for its
Common Internet Protocol Security Options (CIPSO) labeling standard.

The following are emerging standards for Local Area Network (LAN) security: IEEE 802.10c/D13,
Standard for Interoperable LAN Security-Part C: Key Management, and IEEE 802.10g/D7, Secure Data
Exchange Label, 1995.
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2.6.3.3.1.1.2 Public Key Infrastructure Security Standards

FIPS PUB 196, Entity Authentication Using Public Key Cryptography, 18 February 1997, is based on
ISO/IEC 9798-3: 1993, Entity Authentication Using a Public Key System and will provide a standard for
Public Key Cryptographic Entity Authentication Mechanisms for use in public key-based challenge-
response and authentication systems at the application layer within computer and digital
telecommunications systems.

2.6.3.3.2 Network Security Standards

Emerging network standards are listed in Section 2.6.3.3.2.1.

2.6.3.3.2.1 Internetworking Security Standards

RFC-1825, "Security Architecture for the Internet Protocol,” R. Atkinson, August 1995, describes the
security mechanisms for IP version 4 (IPv4) and IP version 6 (IPv6) and the services that they provide.
Each security mechanism is specified in a separate document. RFC-1825 also describes key management
requirements for systems implementing those security mechanisms. It is not an overall Security
Architecture for the Internet, but focuses on IP-layer security.

The Internet Draft "IP Authentication Header (AH)," Stephen Kent (BBN Corp.), Randall Atkinson
(@Home Network), 30 May 1997, draft-ietf-ipsec-auth-05.txt, describes a mechanism for providing
cryptographic authentication for IPv4 and IPv6 datagrams. An AH is normally inserted after an IP header
and before the other information being authenticated. The AH is a mechanism for providing strong integrity
and authentication for IP datagrams. It might also provide non-repudiation, depending on which
cryptographic algorithm is used and how keying is performed.

The Internet Draft "IP Encapsulating Security Payload (ESP)," Stephen Kent (BBN Corp), Randall
Atkinson (@Home Network), 30 May 1997, draft-ietf-ipsec-esp-04.txt, discusses a mechanism for
providing integrity and confidentiality to IP datagrams. In some circumstances, depending on the
encryption algorithm and mode used, it can also provide authentication to IP datagrams. Otherwise, the IP
AH may be used in conjunction with ESP to provide authentication. The mechanism works with both IPv4
and IPv6.

RFC 2104, "HMAC: Keyed-Hashing for Message Authentication," February 1997, H. Krawczyk (IBM),
M. Bellare (UCSD), R. Canetti (IBM). This document describes HMAC, a mechanism for message
authentication using cryptographic hash functions. HMAC can be used with any iterative cryptographic
hash function, e.g., MD5, SHA-1, in combination with a secret shared key. The cryptographic strength of
HMAC depends on the properties of the underlying hash function.

RFC 1829, "The ESP DES-CBC Transform," P. Karn (Qualcomm), P. Metzger (Piermont), W. Simpson
(Daydreamer), August 1995. The Encapsulating Security Payload (ESP) provides confidentiality for IP
datagrams by encrypting the payload data to be protected. This specification describes the ESP use of the
Cipher Block Chaining (CBC) mode of the US Data Encryption Standard (DES) algorithm (FIPS-46, FIPS-
46-1, FIPS-74, FIPS-81). All implementations that claim conformance or compliance with the ESP
specification must implement this DES-CBC transform.

The Domain Name System (DNS) has become a critical operational part of the Internet infrastructure yet it
has no strong security mechanisms to assure data integrity or authentication. IETF RFC-2065, "DNS
Security Extensions,” D. Eastlake, C. Kaufman, January 1997, describes extensions to the DNS that
provide these services to security aware resolvers or applications through the use of cryptographic digital
signatures. These digital signatures are included in secured zones as resource records. Security can still be
provided even through non-security aware DNS servers in many cases. The extensions also provide for the
storage of authenticated public keys in the DNS. This storage of keys can support general public key
distribution service as well as DNS security.
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The IETF Draft, "Internet Security Association and Key Management Protocol (ISAKMP)," Douglas
Maughan, Mark Schertler, Mark Schneider, Jeff Turner, 21 February 1997, draft-ietf-ipsec-isakmp-07.txt,
describes a protocol utilizing security concepts necessary for establishing Security Associations (SAs) and
cryptographic keys in an Internet environment. It is expected that the IETF will adopt this protocol as the
Internet standard for key and security association management for IPv6 security.

The IETF Draft, "The Resolution of ISAKMP with Oakley,” D. Harkins, D. Carrel (Cisco Systems),
February 1997, draft-ietf-ipsec-isakmp-oakley-03.txt, describes a proposal for using the Oakley Key
Exchange Protocol in conjunction with ISAKMP to obtain authenticated keying material for use with
ISAKMP, and for other security associations such as AH and ESP for the IETF IPsec Domain of
Interpretation (DOI). ISAKMP provides a framework for authentication and key exchange but does not
define them. ISAKMP is designed to be key exchange independent; that is, it is designed to support many
different key exchanges. Oakley describes a series of key exchanges — called "modes"” — and details the
services provided by each (e.g., perfect forward secrecy for keys, identity protection, and authentication).

The Internet Draft, "The Internet IP Security Domain of Interpretation for ISAKMP," Derrell Piper (Cisco
Systems), 28 February 1997, draft-ietf-ipsec-ipsec-doi-02.txt, details the Internet IP Security DOI, which is
defined to cover the IP security protocols that use ISAKMP to negotiate their security associations. The
ISAKMP defines a framework for security association management and cryptographic key establishment
for the Internet. This framework consists of defined exchanges and processing guidelines that occur within
a given DOL ‘

Two IEEE LAN security standards are emerging: IEEE 802.10, IEEE Standards for Local and
Metropolitan Area Networks (MANs): Interoperable LAN/MAN Security (SILS), 1992, discusses services,
protocols, data formats and interfaces to allow IEEE 802 products to interoperate, and discusses
authentication, access control, data integrity, and confidentiality; IEEE 802.10a, Standard for Interoperable
LAN Security — The Model, Draft January 1989, shows the relationship of SILS to OSI and describes
required interfaces. IEEE 802.10b, Secure Data Exchange, 1992, is incorporated in IEEE 802-10, and deals
with secure data exchange at the data link layer.

2.6.34 Information Modeling, Metadata, and Information Security
Standards

There are no emerging standards in this area at this time.

2.6.3.5 Human-Computer Interface Security Standards

Refer to Section 2.6.3.2.1.1 for information pertaining to the Common Criteria Protection Profiles
emerging standard that is expected to replace DoD 5200.28-STD.

Refer to Section 2.6.3.3.1.1.2 for information pertaining to FIPS PUB 196, Entity Authentication Using
Public Key Cryptography, 18 February 1997.

2.6-10
JTA Version 2.0
26 May 1998




COMMAND, CONTROL, COMMUNICATIONS,
COMPUTERS, INTELLIGENCE, SURVEILLANCE,
AND RECONNAISSANCE (C4ISR) DOMAIN ANNEX

C4ISR.1  DOMAIN OVERVIEW ......corurreeirieesnereresessssssssesessnsssesssssssssssssrssssssssasesssssassesersessnsees CAISR-1
CAISR.1.1 PURPOSE ..o iieietireiiitessressresseessesssesesessssssstssstsssesesesessssossasssssssassasessssssssassaassnsns C4ISR-1
C4ISR.1.2 BACKGROUND.....occovctereeticrreseieesssresessnsersssssssssssssesssnasesssssssssssssssasssssrassossasssssnsenan C4ISR-1
C4ISR.1.3 DOMAIN DESCRIPTION .......cocsiiiiiiiiriecrnnrnrensressaessensasesssssossassssssasosssssssssssssssanssnessss C4ISR-1
C4ISR.1.4 SCOPE AND APPLICABILITY ...cceeeiiiriineriieieresienesssessnessstssstssssesssnessnnssssssssnessnssss C4ISR-2
C4ISR.1.5 TECHNICAL REFERENCE MODEL ........ccoceevinieicnnennesseiosiesiessiisssnensesssossssesssens C4ISR-2
C4ISR.1.6 ANNEX ORGANIZATION .....ccoocvevrerririrerressrerssercsmersssssssssssessssesessssssssansssesssesssnesss C4ISR-2

C4ISR.2  ADDITIONS TO THE JTA CORE........ooovieriieiernrerrreseiiresssesssssssesesresssssssesssessssessassens C4ISR-3
CAISR.2.1 INTRODUCTION .....oocoeerieieireeiseecresssneseseessesssnessesessesssesssssssssosssesesssssssssnssssisssesasases C4ISR-3
C41SR.2.2 INFORMATION PROCESSING STANDARDS.......ccovtentererrnencnseaesssisseeisnesenenes C4ISR-3

C4ISR.2.2.1 Mandate AJQItIONS ......c.ceceeeereerieessrierereresssssssserermesssessssssnesssnsssessssessssssssesssssesseses C41ISR-3
C4ISR.2.2.2 Emerging Standards .......cccoiveveiiniinenninneniennsienieesssissssssenensnesissesisnnese s C4ISR-3
C4ISR.2.3 INFORMATION TRANSFER STANDARDS.......cccortrrerrerererneneseneeresiesssessanessenes C4ISR-3
C4ISR.2.3.1 Mandate AdJitiONS ......cceeeueiereerssreeersnnersaseriseesensaresssssossasssnssssessssssassssssnsessssnesses C4ISR-3
C4ISR.2.4 INFORMATION MODELING, METADATA, AND INFORMATION
EXCHANGE STANDARDS .....cotiiiirtterreiressessessnsissssssesesssssssssanesssesssssssssssasssassns C4ISR-3
C4ISR.2.4.1 Mandate AdditiONS.......ccecvvvirirrereirerersrcersrererssssossisssassiosseessssrsssssrssssssnesssensssssans C4ISR-3
C4ISR.2.5 HUMAN-COMPUTER INTERFACE STANDARDS........coccocrrcrnimrnininiriinenennns C4ISR-3
C4ISR.2.5.1 Mandate AdditiONS .........ceeevveecriverirneresisecssnessoremessssesssesssssensssastessssssssssassssnssessasaes C4ISR-3
C4ISR.2.6 INFORMATION SYSTEMS SECURITY STANDARDS......c.cccovvirrimmnnnnrrirnnesnenns C4ISR-4
C4ISR.2.6.1 Mandate AQJItIONS ....ccveeeeeeeeiiiiiriesinreresersrsesseessesesssssssesasesaseseressesssesssassnssssassans C4ISR -4
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C4ISR.1 DOMAIN OVERVIEW
C4ISR.1.1 PURPOSE

The C4ISR Domain Annex identifies elements (i.e., standards, interfaces, and service areas) specific to the
functional areas of command, control, communications, computers, intelligence, surveillance, and
reconnaissance that are additions to those standards listed in Section 2 of the JTA core. These additions are
common to the majority of C4ISR systems and support the functional requirements of C4ISR systems.

C4ISR.1.2 BACKGROUND

The scope and elements listed in JTA Version 1.0 focused on C41. The JTA Version 2.0 has expanded the
scope to include the areas of C4ISR, Modeling and Simulation, Weapon Systems, and Combat Support.
The sections describing these areas are referred to as Domain Annexes.

C4ISR.1.3 DOMAIN DESCRIPTION

The C4ISR domain consists of those integrated systems of doctrine, procedures, organizational structures,
personnel, equipment, facilities, and communications whose primary function is to:

—  Support properly designated commanders in the exercise of authority and direction over assigned and
attached forces across the range of military operations;

—  Collect, process, integrate, analyze, evaluate, or interpret available information concerning foreign
countries or areas;

—  Systematically observe aerospace, surface or subsurface areas, places, persons, or things, by visual,
aural, electronic, photographic, or other means; or
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— Obtain, by visual observation or other detection methods, information about the activities and
resources of an enemy or potential enemy, or to secure data concerning the meteorological,
hydrographic, or geographic characteristics of a particular area.

This annex will specifically address the information technology (IT) aspect of the C4ISR domain. It should
be noted that this does not include those systems or other IT components specifically identified as
belonging to the Combat Support domain or whose primary function is the support of day-to-day
administrative or support operations at fixed base locations. Examples of Combat Support systems include
acquisition, finance, human resource, legal, logistics, and medical systems, and items such as general
purpose LANSs, computer hardware and software, telephone switches, transmission equipment, and outside
cable plant.

The position of the C4ISR domain in the Notional JTA Hierarchy is shown in Figure C4ISR-1.

JTA Core

JTA Core JTA Maln
Elements. > Body

Domain Annexes

Domain Weapon Modeling & Combat
Elements Systems Simulation Support
Subdomain Annexes
Alrb —Aviation +— Acquisition
Subdomaln Command & Control \.—Ground Vehicles — Finance/Accounting
Elements Communications —Maritime Vessels —H R Management

Intelligence
Info Warfare
Surveillance/t R

\—Missile Defense
+—Misslles

Munitions

1—Soldier Systems

— Legal

— Logistics Materiel

— Medical

~— Automated Test Systems

‘—Space Vehicles

Figure C4ISR-1 Notional JTA Hierarchy

C4ISR.14 SCOPE AND APPLICABILITY

The elements listed in this domain are mandated for use on all emerging systems or upgrades to existing
systems that are developed to meet the functional area of C4ISR. Users of this document are encouraged to
review other Domain Annexes to better gauge which domain is applicable.

C4ISR.1.5 TECHNICAL REFERENCE MODEL

This domain uses the DoD Technical Reference Model cited in section 2.1.3. of the JTA as its framework.
C4ISR Application Platform Entity service areas are addressed in Section C4ISR.2 as Additions to the JTA
Core. Additional Application Software Entity service areas required to support C4ISR domain systems will
be addressed in Section C4ISR.3, Domain Specific Service Areas.

C4ISR.1.6 ANNEX ORGANIZATION

The C4ISR Annex consists of three sections. Section C4ISR.1 contains the overview, Section C4ISR.2
contains those Information Technology standards that are additions to the standards contained in the JTA
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core, and Section C4ISR.3 is reserved for those mandates for C4ISR that are domainvspeciﬁc because they
do not map directly to the JTA core service areas.

C4ISR.2 ADDITIONS TO THE JTA CORE
C4ISR.2.1 INTRODUCTION

The C4ISR Domain Annex contains no additions to the elements mandated in the main body of the JTA
unless otherwise cited in a specific C4ISR subdomain. The Airborne Reconnaissance (AR) Subdomain
Annex does list additions to the C4ISR elements.

C4ISR.2.2 INFORMATION PROCESSING
STANDARDS

C4ISR.2.2.1 Mandate Additions

There are currently no additions applicable to C4ISR with respect to Information Processing Standards as
specified in Section 2.2 of the JTA. The Airborne Reconnaissance (AR) Subdomain Annex does list
additions to the C4ISR elements.

C4ISR.2.2.2 Emerging Standards

There are currently no emerging standards identified in this section of the CAISR domain.

C4ISR.2.3 INFORMATION TRANSFER STANDARDS

C4ISR.2.3.1 Mandate Additions

There are no additions applicable to C4ISR with respect to Information Transfer Standards as specified in
Section 2.3 of the JTA. The Airborne Reconnaissance (AR) Subdomain Annex does list additions to the
C4ISR elements.

C4ISR.24 INFORMATION MODELING, METADATA,
AND INFORMATION EXCHANGE
STANDARDS

C4ISR.24.1 Mandate Additions

There are no additions applicable to C4ISR with respect to Information Modeling, Metadata, and
Information Exchange Standards as specified in Section 2.4 of the JTA.

C4ISR.2.5 HUMAN-COMPUTER INTERFACE
STANDARDS

C4ISR.2.5.1 Mandate Additions

There are no additions applicable to C4ISR with respect to Human-Computer Interface Standards as
specified in Section 2.5 of the JTA.
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C4ISR.2.6 INFORMATION SYSTEMS SECURITY
STANDARDS

C41SR.2.6.1 Mandate Additions

There are no additions applicable to C4ISR with respect to Information Systems Security Standards as
specified in Section 2.6 of the JTA.

- C4ISR.3 DOMAIN SPECIFIC SERVICE AREAS

There are no C4ISR domain specific service areas identified. The Airborne Reconnaissance (AR)
Subdomain Annex does list additional service areas.

C4ISR-4
JTA Version 2.0
26 May 1998




AIRBORNE RECONNAISSANCE SUBDOMAIN
ANNEX FOR THE C4ISR DOMAIN

C4ISR.AR.1 AR SUBDOMAIN ANNEX OVERVIEW ........ccccerrmmmirncnmmninnnnsesnorssniisnsnes C4ISR.AR-2
C4ISR.AR.L.T  PURPOSE......ooeetrriereccrisisssisiisieessssssssnsisassssbessssssnssssesssssssonsenssasens C4ISR.AR-2
C4ISR.AR.1.2 BACKGROUND .......cconirrriiriiisiinniinnesssssssssssssssisssessssnesesssnesssessanans C4ISR.AR-2
C4ISR.AR.1.3 SUBDOMAIN DESCRIPTION........cccecustermrierermirimnireresinsrenssessesioressonsnones C4ISR.AR-3
C4ISR.AR.1.4 SCOPE AND APPLICABILITY ......ocormeieirinenisresussnsisrosissssessssasesssessssenss C4ISR.AR4
C4ISR.AR.1.5 TECHNICAL REFERENCE MODEL ............cccociiiiireinitnteienenenne C4ISR.AR-5

C4ISR.AR.1.5.1 Background for the AR Functional Reference Model ...................... <.e.... C4ISR.AR-6
C4ISR.AR.1.5.2 AR FRM Traceability ........cccrseerererernsnierisiiinnnisisiinnennasinssssisinnesensed C4ISR.AR-6
C4ISR.AR.1.5.3 AR FRM Defined .......c.cccecvnerrenrrirniininnniinsinniinsssessessesessenns C4ISR.AR-7
C4ISR.AR.1.6 ANNEX ORGANIZATION ....coocviiriimniriniriesnininsiecsnsirsessnsssseressssesessssnsss C4ISR.AR-7

C4ISR.AR.2 ADDITIONS TO C4ISR DOMAIN SERVICE AREAS ........cccovmmiinriennes C4ISR.AR-8
C4ISR.AR.2.1 INTRODUCTION .....ccccoovmiirimriirrnniiccnisirsesisnisssnessssessssssssssnssesensass C4ISR.AR-8
C4ISR.AR.2.2 INFORMATION PROCESSING STANDARDS.........ccccceurmmmmnrirerinnnninnnd C4ISR.AR-9

CAISR.AR.2.2.1 INOQUCHON..c.cererrerercrceeeerisecnetersassisiesnsssnnrsassssesassssenseaesesesissssssssssssnens C4ISR.AR-9
C4ISR.AR.2.2.2 AR Information Processing Mandates ..........ocovvvernniisrisnnnncesisnesennnns C4ISR.AR-9
C4ISR.AR.2.2.2.1 Image ProCessing ........covveeivnviivinsinienrisnsiesnisiosnnnesinsnesesnesesnensssens C4ISR.AR-9
C4ISR.AR.2.2.2.1.1 Imagery Archives.......c.ccccremeiiicinnininsniiiocsissninennnns C4ISR.AR-9
C4ISR.AR.2.2.2.1.2 Common Imagery Ground/Surface System (CIGSS)................ C4ISR.AR-10
C4ISR.AR.2.2.2.2 SIGINT Information Processing ........c.coveirrverniisnisnsnnsierosessinnenenans C4ISR.AR-10
C4ISR.AR.2.2.2.3 MASINT Information ProCessing ........cccerereeeerererereimrrescncrcrssessuesas C4ISR.AR-11
C4ISR.AR.2.2.2.4 Data Management ........c..ccceeererrirecrerecereesesensrensssnssnessessenassssssssssons C4ISR.AR-11
C4ISR.AR.2.2.2.4.1 Target/Threat Data Management..........coceeevererererenensnenensnesreeens C4ISR.AR-11
C4ISR.AR.2.2.2.4.2 Data Management SEIVICES .......coveerisruesuccrererersrersnesenesessacsasenne C4ISR.AR-11
C4ISR.AR.2.2.3 Emerging Standards........cc.eocecercrrreicrmiinessnisiosnsesnienonisessses C4ISR.AR-11
C41SR.AR.2.3 INFORMATION TRANSFER STANDARDS........cccccvrvvmmrririnenreiinenins C4ISR.AR-11
CAISR.AR.2.3.1 INrOQUCHION....ccoveeierreererereeeseresterentssssestesssessatsssssesanssssesssesssessssrsesaneans C4ISR.AR-11
C4ISR.AR.2.3.2 AR Information Transfer Mandates.........ccceeereercrernincnncncsecincssonens C4ISR.AR-12
C4ISR.AR.2.3.2.1 Dissemination SYSIEIMS .......cc.vrvirisriresresesniessssmssssisissesseissssesesaesnes C4ISR.AR-12
C4ISR.AR.2.3.2.2 Data Link Standards..........c.eccevvestvrnnrinirininmnnnnninnnnennnneencns C4ISR.AR-12
C4ISR.AR.2.3.3 Emerging Standards........c.ccococevervirieininenninecnenneceeneineneniesensessesessess C4ISR.AR-13
C4ISR.AR.24 INFORMATION MODELING, METADATA, AND INFORMATION .
EXCHANGE STANDARDS ... sessesesenes C4ISR.AR-13
CAISR.AR.2.4.1 INtrodUCHON. ..cccvcteerireecieeeirteeet s sereree st sesse st sen e sene e sn s smsenn s C4ISR.AR-13
C4ISR.AR.2.4.2 AR Information Modeling and Information Mandates ..........c.ccccrurucnee. C4ISR.AR-13
C4ISR.AR.2.4.3 EMErging Standards.............cceuorererererneensernrsessossssssessessssssssssssssssssossssssas C4ISR.AR-13
C4ISR.AR.2.5 HUMAN-COMPUTER INTERFACE STANDARDS.........cccevevvirerurrunrenen C4ISR.AR-13
C4ISR.AR.2.5.1 INMrodUCHON....cccevereririrrerercmiricisnenisiin sttt b aeaens C4ISR.AR-13
C4ISR.AR.2.5.2 AR Human-Computer Interface Mandates .........coceevurererrrcicvcnirninsennnss C4ISR.AR-13
C4ISR.AR.2.5.3 Emerging Standards........c.ccccveveveeiericrninninininenisioniniieniisnnnoenes C4ISR.AR-13
C4ISR.AR.2.6 INFORMATION SYSTEMS SECURITY STANDARDS.........cccoonvunnd C4ISR.AR-14
C4ISR.AR.2.6.1 INtrodUCHON. ...c.veevireiresricrirnieriretitiree st esnssn st ssesanesabesnsanesasses C4ISR.AR-14
C4ISR.AR.2.6.2 AR Information Security Mandates........cccccevereerersernnsenosessisssnsssseseseses C4ISR.AR-14
C4ISR.AR.2.6.3 Emerging Standards........c..coceeeverninierericecnrinnsoinncninsnisesisesseseasnes C4ISR.AR-14

C4ISR.AR.3 SUBDOMAIN SPECIFIC SERVICE AREAS .......ccconniniinineniinninirinnennns C4ISR.AR-14

C4ISR.AR.3.1 SENSOR-TO-PLATFORM INTERFACE ........ccccecrrerrrsreninresinresnssersens C4ISR.AR-14
CAISR.AR.3.1.1 INtrOQUCHION. ....coremierecrerecrercenereereeresstssestssestebsssssssessssessesasnessonsonssssnsns C4ISR.AR-14
C4ISR.AR.3.1.2 AR Sensor-to-Platform Mandates...........cc.cecvericivnnnicnvinneisnnnenisennns C4ISR.AR-15

C4ISR.AR.3.1.2.1 Sensor Mandates ...........cccvrererererrerereenseessssssesessssssesssssesssssosssesssesees C4ISR.AR-15

CAISR.AR.3.1.2ZITIMINT ottt sesessss s scsnssssssssasasass C4ISR.AR-15

C4ISR.AR.3.1.2.1.1.1 Video Cameras.......c.coerrrrririnsissnsisrissnssesinisesssssssessssesens C4ISR.AR-15

C4ISR.AR.3.1.2.1.1.2 Image Quality Standards.........cccerevrererervernencncrrcrrieennenen C4ISR.AR-15

C4ISR.AR.3.1.2.1.1.3 Synthetic Aperture Radar..........cccorvnerenrisineseniniesesnsnnienss C4ISR.AR-15
C4ISR.AR-1

JTA Version 2.0

26 May 1998




CAISR.AR.3.1.2.1.2 SIGINT ....couiriririiiiniineinirertsssens e assnenessssssssessensessesessnesssanens C4ISR.AR-16

C4ISR.AR.3.1.2.1.3 MASINT......cccooevinrurnnnne rererreeree e et st re s e e e b e res C4ISR.AR-16
C4ISR.AR.3.1.2.1.3.1 Unattended MASINT Sensors .......cceeeueuererenererenreseesseinnns C4ISR.AR-16
C4ISR.AR.3.1.2.2 Airborne Platform Mandates...........ccocerermiinnnntensiosnsisnninenneeennscnnad C4ISR.AR-17
C4ISR.AR.3.1.2.2.1 TIMING ...eeverirrrrererrerereeneresessosesesseosmeressesessssssnssenssnnns beereeesnenas C4ISR.AR-17
C4ISR.AR.3.1.2.2.2 Navigation, Geospatial ........c.coeerrivervesenerermenenicnninsscienesnsienns C4ISR.AR-17
C4ISR.AR.3.1.2.3 Airborne Platform-Internal Communications..........c.cceeuererernnenecnens C4ISR.AR-17
C4ISR.AR.3.1.2.4 Air Vehicle/Sensor Telemetry Mandates ........cooouvvevmieicmereninensennnne C4ISR.AR-17
C4ISR.AR.3.1.2.5 Mission Recorder Mandates..........cuuveeriseniesessesernsnnnencsneesensnessnnaas C4ISR.AR-18
C4ISR.AR.3.1.3 Emerging Standards...........ccceceeerveviinerinerinnnisisiessersesssnsnsssssssssssesens C4ISR.AR-18
C4ISR.AR.3.2 COLLECTION MANAGEMENT, MISSION PLANNING, AND
CONTROL......oveveerrrreereesrtsssseseserenessesssssssssssssessessnssssssssssasssssssesessensanans C4ISR.AR-18
CAISR.AR.3.2.1 INrOQUCHON....c.eevertrreerurncerncerecrisisassissssinesesasinssssesnssessesssnsssrassnasassassans C4ISR.AR-18
C4ISR.AR.3.2.2 AR Collection Management, Mission Planning and Control Mandates .C4ISR.AR-18
C4ISR.AR.3.2.2.1 Collection Management Mandates............coceveunieirenirevenserenrennesannenis C4ISR.AR-18
C4ISR.AR.3.2.2.2 Mission Planning Mandates ...........ccevvvnreninnincsnerenissennsnssnnens C4ISR.AR-19
C4ISR.AR.3.2.2.3 Mission Control Mandates .........cvveirririnnernseeesesiernsennnsinonssnesaneas C4ISR.AR-20
C4ISR.AR.3.2.3 Emerging Standards..........coevreeeomirciriininiiinimenicsissesessesssassssessnens C4ISR.AR-21

C4ISR.AR.1 AR SUBDOMAIN ANNEX OVERVIEW
C4ISR.AR.1.1 PURPOSE

The Airborne Reconnaissance (AR) Subdomain Annex supports four mutually supporting objectives that
provide the framework for meeting warfighter requirements. First, the AR Subdomain Annex provides the
foundation for seamless flow of information and for interoperability among all airborne reconnaissance
systems and associated ground/surface systems that produce, use, or exchange electronic information.
Second, it establishes the minimum set of standards and technical guidelines for development and
acquisition of new, upgraded, and demonstration systems to achieve interoperability; with reductions in
costs and fielding times that would be unachievable without a technical architecture. Third, it ensures
interoperability within the Defense Airborne Reconnaissance Programs (DARP) and enables development
of new or alternative connectivities and operational plans for specific mission scenarios for AR systems.
Finally, through coordination with other sections of the JTA, the AR Subdomain Annex takes the first step
in ensuring interoperability between DARP and other DoD systems. Specifically, it provides the framework
for attaining interoperability with space-based and other intelligence, surveillance, and reconnaissance
systems. '

C4ISR.AR.1.2 BACKGROUND

This AR Subdomain Annex to the Joint Technical Architecture (JTA) has been developed to provide
standards to the DARP. These standards are mandated in order to aid in the development of new AR
systems (or major upgrades of legacy systems). In addition, the standards are designed to facilitate the
exchange and exploitation of AR data across the Department of Defense (DoD), and, in Operations Other
Than War (OOTW), to users outside of the DoD. These standards have been determined to be unique to the
DARP acquisition, communications, data processing, and user workstation systems. Standards that are not
unique to the DARP have been transferred into the C4ISR Domain Annex or the core of the JTA.

The Airborne Reconnaissance Information Technical Architecture (ARITA) was the first attempt to
consolidate all known airborne reconnaissance technical standards into a single document. The Airborne
Reconnaissance Technical Architecture Working Group (ARTAWG) had representatives from the sensor,
platform, communications, ground stations, and collection management/mission domains planning to
consolidate AR standards. Based on the ARTAWG work, the Defense Airborne Reconnaissance Office
(DARO) published the ARITA in September 1996. The DARO promoted the ARITA as a stand-alone
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reference that incorporated much of the work from the JTA, the Technical Architecture Framework for
Information Management (TAFIM), and others that applied to airborne reconnaissance. In addition the
ARITA contained many standards that were unique to AR. During this time, the proliferation of numerous
architectures was addressed by both the Assistant Secretary of Defense for Command, Control,
Communications and Intelligence (ASD(C3I)) and the Office of the Secretary of Defense for Acquisition
and Technology (OSD(A&T)). The ARITA was recognized as unique because it addressed both Command,
Control, Communications, Computers, and Intelligence (C4I), and the acquisition aspects of airborne
reconnaissance systems. Therefore, the ARITA was deemed as a “pathfinder” for the larger architecture
consolidation efforts within the DoD. As such, the Director of DARO elected to migrate the ARITA to the
JTA and discontinue publication of the ARITA as a stand-alone document.

This version of the AR Subdomain Annex recognizes only standards that are mandated for AR systems in
addition to those found in corresponding sections of the C4ISR Domain Annex or the JTA core. DARO is
in the process of examining all DARP standards. As a result of this effort, future versions of the AR
Subdomain Annex will address standards for the DARP that are not yet mature (under the rule set of the
JTA), but are expected to develop into AR Subdomain Annex mandated standards. These standards will be
placed in emerging standards sections of this annex.

C4ISR.AR.1.3 SUBDOMAIN DESCRIPTION

The AR Subdomain Annex to the JTA mandates the minimum set of standards and guidelines for
Commarid, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR)
systems relating to manned and unmanned AR systems. The annex provides the technical foundation for
migrating AR systems towards the objective architecture identified in the Integrated Airborne
Reconnaissance Strategy and in the various program plan documents of the DARO. Published DARO
documents can be found on the World Wide Web at:

http://www.acq.osd.mil/daro

This AR Subdomain Annex adds the standards and guidance required for the airborne reconnaissance
domain and is meant to complement both the C4ISR Domain Annex and the Defense Information
Infrastructure Common Operating Environment (DII COE) as shown in Figure C4ISR.AR-1. The JTA
(including the AR Subdomain Annex) and the DII COE supply the high level guidance to the two standards
handbooks governing AR systems: the Joint Airborne Signals Intelligence (SIGINT) Architecture (JASA)
Standards Handbook, and the Common Imagery Ground/Surface System (CIGSS) Acquisition Standards
Handbook. These standards handbooks provide the most specific guidance for implementing the airborne
efforts of the Imagery Intelligence (IMINT) and SIGINT communities and their corresponding umbrella
programs. Airborne Measurement and Signature Intelligence (MASINT) standards will eventually be
documented in the Joint Airborne MASINT Architecture (JAMA). An umbrella program, the Distributed
Common Ground Systems (DCGS), has been proposed to eliminate potential duplication of IMINT,
SIGINT, and MASINT ground station development. DCGS was chartered to develop a single ground
system for these three intelligence areas under a common reference model.
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Figure C4ISR.AR-1 AR Annex Relationship to Other Standards Documents

The AR Subdomain Annex has been placed fully within the C4ISR Domain. It can be argued that elements
of the AR Subdomain have better associations with the Weapon Systems or Combat Support domains. In
the interest of readability and usability for the developer, it has been decided to place the entire annex in
one domain (C4ISR) only.

The DoD JTA AR Subdomain Annex will be maintained by DARO through cooperation with the
Architecture Coordination Council (ACC) and its associated steering groups and working groups.
Questions or comments concerning technical details presented in this annex may be submitted to the ACC
or directly to DARO.

C4ISR.AR.1.4 SCOPE AND APPLICABILITY

This part of the C4ISR Domain establishes the minimum set of rules governing information technology
within airborne reconnaissance systems. The scope includes standards for information processing;
information transfer; information modeling, metadata, and information standards; human-computer
interface standards; information security; standards for the sensor-to-platform interface; and collection
management, mission planning, and control.

The airborne reconnaissance domain constitutes only a part of the larger surveillance and reconnaissance
part of C4ISR. As such, this annex does not cover technical architecture details for any part of the C4ISR
spectrum other than the airborne reconnaissance portion. The annex has been derived from the ARITA, the
most recent published DARO technical architecture document. This annex supersedes all draft and
published versions of the ARITA. Future DARO technical architecture development and standards
identification will merge within the greater C4ISR structure of the JTA. Because of the genesis of the AR
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Subdomain Annex (from the ARITA), this version does not include many emerging standards. An ongoing
effort by the DARO will identify emerging standards for future versions of the JTA.

The JTA mandates the minimum set of standards and guidelines for the acquisition of all DoD systems that
produce, use, or exchange information. The main body of the JTA (the “core”) provides the standards that
are applicable across the entire DoD information technology spectrum. If a service area in the core applies
to an AR system being developed, and there is no corresponding service area in the C4ISR Annex, then the
standard(s) listed in a core service area apply. The mandates found in the C4ISR Annex are intended to
augment those found in the core. If additional service area standards are found in the C4ISR Annex, the
developer must select the service area standards from both the core and the C4ISR Annex. Similarly, the
AR Subdomain Annex is intended to augment the C4ISR Annex. Applicable service area mandates found
in the AR Subdomain Annex must be used in addition to the service area mandates found in the C4ISR
Annex and the core. When multiple mandates are required in this process, the mandate selection which
offers the best technical and business solution is the preferred decision.

Since airborne reconnaissance does cross domain boundaries, a certain degree of flexibility for citation of
standards is necessary in order to meet the intent of the JTA. The AR Subdomain Annex references specific
standards using the same rule set as the remainder of the JTA except for the following situation. In a few
sections (e.g., Section C4ISR.AR.3.1.2.1.3.1 for Unattended MASINT Sensors), an Interface Control
Document (ICD) has been mandated with a selected profile of Intelligence, Surveillance, and
Reconnaissance (ISR) standards and tailored standards. This is necessary to meet the intent of the JTA to
promote interoperability by acknowledging the dual C4ISR and Weapon Systems aspects of airborne
reconnaissance. The JTA rules (Section 1) do allow “guidance” for interpretation of specific standards. The
alternative, in this case, of specifying only a suite of standards instead of providing guidance through an
ICD obscures the common ISR interfaces so vital to fully integrated, open systems. The selective
application of ICDs, with corresponding standards profiles, will promote interoperability by combining
standards with stable, open interfaces.

The AR Subdomain Annex may list multiple standards for individual service areas. Similarly, the core and
the Annex may offer multiple solutions within a single service area. For these cases, it is not required that
the developer implement all standards listed. A subset should be selected based on technical merit and
design/cost constraints. Future versions of this annex will have detailed information on standards
implementation and standards profiles. The intent, as previously stated, is to promote a minimum set of
standards for interoperability among DoD AR systems.

C4ISR.AR.1.5 TECHNICAL REFERENCE MODEL

As strictly defined by the C4ISR Integrated Architecture Panel, C4ISR Architecture Framework,
“architectures” address multiple aspects crossing the boundaries of operational, technical, and system level
architectures. The AR Subdomain Annex focuses on the technical architecture level and specificaily
identifies only those standards that have a direct bearing on airborne reconnaissance systems.

In order to achieve the desired focus, the AR Subdomain Annex uses a different reference model than the
JTA technical reference model (TAFIM DoD TRM). This model variant is the AR Functional Reference
Model (FRM). The complementary FRM and DoD TRM frameworks (or perspectives) are used to present
and discuss the technology and information standards selected for virtually any C4ISR system. The DoD
TRM, as derived from the TAFIM, is primarily a software-based model. It was originally developed for
covering information technology within the DoD. Domain-specific standards, such as those required to
cover all of airborne reconnaissance, do not fit fully within a software-based model. The FRM has therefore
been adopted by DARO to encompass the airborne reconnaissance standards. It is used as a standards
traceability matrix between the DARP architectures. The FRM depicts the generic, functional makeup of
airborne reconnaissance systems, and shows how the various functions are interrelated. It is particularly
well suited for showing which specific technology standards apply to each functional area.
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C4ISR.AR.1.5.1 Background for the AR Functional Reference Model

The AR FRM provides a common framework for defining the scope and functional makeup of airborne
reconnaissance systems. The FRM is critical for selecting standards and effectively depicting where they
must be applied in the overall framework. Based on the functional model developed by the JASA working
group and approved by the Defense Airborne Reconnaissance Steering Committee (DARSC), the FRM
incorporates additional functions found in IMINT and MASINT systems, explicit mission planning and
control functions, and expanded communications functions for integrating airborne reconnaissance with
warfighter and other C4I systems (e.g., command and control systems, air tasking, and collection
management). The AR FRM is shown in Figure C4ISR.AR-2.
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Figure C4ISR.AR-2 Airborne Reconnaissance Functional Reference Model

C4ISR.AR.1.5.2 AR FRM Traceability

In addition to this technical architecture, the DARO uses both operational and systems architectures to
define and lead airborne reconnaissance systems. Both the operational and systems architectures will
examine airborne reconnaissance using a functional flow approach. In each of these evolving architectures,
there must be traceability back to standards as defined in this AR Subdomain Annex FRM. Where the
operational functional flow or the system functional flow cannot be traced back to a set of standards (i.e., a
“block” as shown in the FRM illustration), the FRM will require updating. Similarly, where the FRM
blocks cannot be traced to both an operational component and a system component, the operational or
system architecture model will require updating. Thus, the FRM model, as used in the airborne
reconnaissance technical architecture described in this annex, will provide a cross-comparison capability
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with other DARO architecture models. Future versions of this annex will modify the FRM to more of a
generic AR interface model, and will align the FRM more with the DARO Vision Architecture.

C4ISR.AR.1.5.3 AR FRM Defined

The AR FRM is a generic model intended to show only functional flow; it does not depict actual
implementations of airborne reconnaissance systems. The generic model is intended to encompass all
aspects of an airborne reconnaissance architecture that will meet the needs of manned aircraft and
Unmanned Aerial Vehicles (UAVs) as well as their sensors and associated ground/surface systems. The AR
FRM shown in Figure C4ISR.AR-2 breaks out the overall functional components into the seven distinct
areas identified in Table C4ISR.AR-1.

Table C4ISR.AR-1 AR FRM Functional Components

Front-end processing functions
Navigation, timing, and ancillary data
Networking functions

High performance processing functions
Operator-oriented processing functions
Reporting and connectivity functions
System planning and control functions

The seven functional areas provide a convenient representation of the flow of information through airborne
reconnaissance systems. At the top level, the three primary sources of AR data are shown (signal, imagery,
and measurement & signature intelligence). Data from each of these types of front-end processors flow
down through the system until the data can eventually be exploited at an analyst workstation. Each step of
this flow-down process represents an interface where standards are required to ensure interoperability. In
Figure C4ISR.AR-2, these interfaces are depicted wherever two of the separate functional areas connect.
While useful for driving the interface requirements, dividing the mandated standards across the seven
functional areas shown in Table C4ISR.AR-1 can cause confusion from an implementation viewpoint. For
documentation and implementation, it is easier to list the resulting requirements by looking at the standards
across a broader interface definition. The AR Subdomain Annex groups the seven functional areas logically
into the four categories of Sensor-to-Platform Standards, Platform-to-Communications Standards,
Communications-to-Ground Systems Standards, and Human-Computer Interface Standards. These four
major groupings are shown in the gray rectangles placed vertically in Figure C4ISR.AR-2. This version of
the AR Subdomain Annex identifies standards for three of these categories: Human-Computer Interface
(Section 2.5 of this Subdomain Annex), Sensor-to-Platform (Section 3.1 of this Subdomain Annex) and
Communications-to-Ground Systems. All of the identified Communication-to-Ground system standards fall
within Collection Management, Mission Planning, and Control service areas (Section 3.2 of this
Subdomain Annex). Future versions of this Subdomain Annex will add service areas for the Platform-to-
Communications category.

C4ISR.AR.1.6 ANNEX ORGANIZATION

The organization of this annex is intended to mirror the organization of the C4ISR Domain Annex to the
greatest extent possible. Each section of the annex, except for Part 1 (Overview), is divided into three
subsections as follows. The first subsection, Introduction, is for information only. It defines the purpose and
scope of the subsection and provides background descriptions and definitions that are unique to the section.
The second subsection contains a minimum set of mandated standards for the identified service area. The
subsection also identifies mandatory standards profiles and practices that are applicable to the AR
subdomain. Each mandated standard or practice is identified as a bulleted item on a separate line and
includes a formal reference citation that can be included within Requests for Proposals (RFP) or Statements
of Work (SOW). The third subsection, Emerging Standards, provides an abbreviated description of
candidates that are expected to move into the mandated subsection within a short period. As defined within
the core of the JTA, this transition should occur within three years of publication of the standard in the
emerging subsection.
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The AR Subdomain Annex contains three parts. Part 1 is the Overview. Part 2 contains the standards for
the DARP corresponding to the JTA core (and C4ISR Domain) service areas that contain AR available
standards mandates as described above. Part 2 also contains emerging standards for the AR Subdomain
Annex. Part 3 contains the Standards for the DARP for service areas that are not included in the JTA core
or C4ISR Domain Annex. The acronym list for the AR Subdomain Annex has been incorporated into the
larger JTA list (Appendix A). Similarly, a summary of AR mandated standards for each service area has
been incorporated into Appendix B of the JTA. Table C4ISR.AR-2 identifies the service areas for this
Subdomain Annex. This table also indicates whether the AR Subdomain Annex service area has a
corresponding service area in the C4ISR Domain Annex of the JTA or whether the service area is unique to
the DARP. Table C4ISR.AR-2 also identifies whether this version of the AR Subdomain Annex includes
any service-unique items for the DARP or whether the paragraph is merely a placeholder for this version of
the document.

Table C4ISR.AR-2 AR Annex Sections

C4ISR Service Area Corresponding | DARP-Unique Annex
Section JTA Service Service Area Mandates
Area Identified
2.2 Information Processing * *
2.3 Information Transfer * *
24 Information Modeling, *
Metadata, and Information
Exchange
25 Human-Computer . * ‘ *
Interfaces
2.6 Information Systems *
Security
3.1 Sensor Platform Interface *
3.2 Collection Management, * *
Mission Planning and
Control

C4ISR.AR.2 ADDITIONS TO C4ISR DOMAIN
SERVICE AREAS

C4ISR.AR.2.1 INTRODUCTION

This Airborne Reconnaissance Subdomain Annex, in conjunction with the JTA core and the C4ISR Annex,
provides the technical foundation for migrating airborne reconnaissance systems towards the objective
architecture identified in the various program plan documents of the Defense Airborne Reconnaissance
Office. DARO’s high-level vision of the migration plans and major thrusts to achieve the capabilities,
connectivities, and interoperability required of airborne reconnaissance systems has now moved forward by
merging ISR systems within the C4I structure described in the C4ISR Domain Annex of the JTA. This
merger is made with the full knowledge that ISR systems are not, as of today, a simple extension of the
JTA but rather, a broad expansion of the concept of C4I interoperability. The migration from today’s stove-
piped systems to achieving the concepts promulgated by C4I For The Warrior, other DoD technical
architectures, and Service/Agency operational architectures requires DARO and the ISR community to take
this step. This part of the AR Subdomain Annex establishes the minimum set of rules governing
information technology within airborne reconnaissance systems. The scope includes standards for
information processing; information transfer; information modeling, metadata, and information exchange
standards; human-computer interface standards; and information security standards. This part of the AR
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Subdomain Annex does not contain rules for the physical, mechanical, or electrical components of systems,
even when these are related to information technology.

C4ISR.AR.2.2 INFORMATION PROCESSING
STANDARDS

C4ISR.AR.2.2.1 Introduction

This annex expands the concept of information within a C4I system to include the information processing
of ISR sensor systems. Much of this processing is embedded within the sensor systems themselves and the
avionics on-board reconnaissance assets. It is important to note that ISR systems encompass both real-time
and non-real-time architectures. The sensor, platform, telemetry, and data link systems within ISR are all
real-time, embedded systems that require speeds at least three orders of magnitude higher than traditional
C4I systems. Real-time systems also require deterministic scheduling and robust fault tolerance. The DoD
TRM, adopted for use by the JTA, does not accommodate real-time and embedded systems. On the other
hand, once raw data is delivered to the ground, non-real-time processing and dissemination systems follow
the current JTA/TRM model.

It is not the intent of the AR Subdomain Annex to force DII COE compliance on those AR systems where
the DII COE cannot presently provide a reasonable solution (e.g., real-time systems or multi-level security
systems). These situations must be evaluated on a case-by-case basis. The JTA waiver process is designed
to allow flexibility in implementation details when there are overriding technical or economic concerns.
This annex does endorse compliance with the DII COE I&RTS (as defined in the JTA core) in the absence
of a submitted waiver. :

As intelligence time lines continue to shrink to weapon systems (shooter) time lines, speed will become
even more critical for operational systems. Much of this architecture is based on real-time processing and
does not follow the Technical Reference Model described in the JTA. Real time systems may be closer to
the Society of Automotive Engineers (SAE) Generic Open Architecture (GOA). The DII COE is also
working towards a DoD-wide real-time architecture model. Ongoing work by the TRM Working Group
will resolve this disconnect in a manner that, if possible, accommodates both weapon systems and C4I
systems.

User requirements for specific ISR missions define information processing within the three intelligence
disciplines (IMINT, SIGINT and MASINT) as defined below. These standards encompass all software in
associated ground/surface systems as well as software embedded in airborne reconnaissance systems.

C4ISR.AR.2.2.2 AR Information Processing Mandates

C4ISR.AR.2.2.2.1 Image Processing

This AR Subdomain Annex defines image processing as the conversion of raw data into a product that can
be exploited. Imagery is defined as any Electro Optical (EO), Infrared (IR), or Synthetic Aperture Radar
(SAR) data stream collected by an imaging sensor that can be visualized on an exploitation terminal. The
sequence of steps needed to extract information and prepare an exploitation product depends upon the
required external environment interface (EEI), the shapes of the objects in the scene, illumination and
shadows, and military and physical contexts.

C4ISR.AR.2.2.2.1.1 Imagery Archives

The primary function for product libraries is to maintain a complete set of all reconnaissance products
produced (in a given system) and make them available to all potential users on a query or browse basis.
Although the products may include conventional formatted message reports, product libraries are most
useful for disseminating newer “specialized” products such as video and audio clips, imagery, graphics,
multi-media, and hypertext products like those available on the Internet. Dissemination of these products
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and access to the product libraries will be through the Internet protocol router networks such as NIPRNET,

SIPRNET, and JWICS. Although there are no mandated standards for this area, compatibility with the

NIMA Library Program (NLP) [formerly Image Product Archive (IPA) and Image Product Library (IPL)]

is required. The NLP is described in the US Imagery and Geospatial Information System (USIGS)
Architecture.

C4ISR.AR.2.2.2.1.2 Common Imagery Ground/Surface System (CIGSS)

The Common Imagery Ground/Surface System (CIGSS) concept, which is now a segment of the DCGS
described in Part 1, has been approved by the Joint Requirements Oversight Council JROC) and is fully
supported by the DoD Services. It is not a system in the traditional sense; instead, CIGSS is an umbrella
program that defines interoperability, performance, and commonality requirements and standards for DoD
ground/surface based imagery processing and exploitation systems. It consolidates the systems listed in
Table C4ISR.AR-3 into a single DARP project.

Table C4ISR.AR-3 CIGSS Component Programs

Joint Service Image Processing System (JSIPS) program — including Navy, Air Force, and Marine Corps

Army’s Enhanced Tactical Radar Correlator (ETRAC)

Army’s Modemized Imagery Exploitation System (MIES) '

Imagery parts of the Air Force’s Contingency Airborne Reconnaissance System (CARS)

Marine Corps’ Tactical Exploitation Group (TEG) programs

Korean Combined Operational Intelligence Center (KCOIC) imagery systems

Pacific Air Forces Interim National Exploitation System (PINES)

Mobile Intelligence Processing Element (MIPE)

Integrated Deployable Processing System (IPDS)

Processing/exploitation capability for the U-2R SENIOR YEAR Electro-Optical (E/O) sensor (SENIOR
BLADE)

CIGSS-compliant (mandated) systems are designed to receive, process, exploit and disseminate imagery
products derived from satellites, commercial or foreign satellite sensors, UAV, U-2 reconnaissance aircraft
and tactical aircraft such as the F/A-18. CIGSS will be afforded increased flexibility and capability in
satisfying multiple time-sensitive user needs. Once compliant with common community processing,
storage, retrieval, and dissemination standards, CIGSS modularity will enable the theater, JTF and
components to employ interactive CIGSS elements for small regional contingencies and major regional
conflicts from a variety of sources to meet the anticipated intelligence demand. This annex mandates the
standards identified in the most current approved handbook for airborne IMINT:

e Common Imagery Ground/Surface System (CIGSS) Acquisition Standards Handbook, Version 1, 19
July 1995.

C4ISR.AR.2.2.2.2 SIGINT Information Processing

The Joint Airborne SIGINT Architecture (JASA) is the DoD’s plan for meeting the warfighter’s 2010 and
beyond airborne SIGINT requirements. The fundamental philosophy behind JASA is to leverage
commercial digital signal processor technology to address the ever growing population of varied radio
frequency (RF) signals, modulation schemes and signal multiplexing structures. By digitizing the signal
early in the sensor system, common hardware processing can be used that is independent of signal type,
reducing the need for signal specific specialized hardware. This approach to signal processing increases the
flexibility and overall capacity of the SIGINT system, which must rapidly respond to the explosion of
digital signals in the environment.

Version 2.0 of the JASA Standards Handbook, developed by the JASA Standards Working Group, was
published in October 1997. This AR Subdomain Annex mandates the standards identified in the handbook
for airborne SIGINT systems:

e Joint Airborne SIGINT Architecture Standards Handbook, Version 2.0, 30 October 1997.
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C4ISR.AR.2.2.2.3 MASINT Information Processing

The Central MASINT Office (CMO) is currently developing a MASINT architecture under the umbrella of
the US MASINT System (USMS) program. The airborne portion of the USMS is called the Joint Airborne
MASINT Architecture (JAMA). As a part of JAMA, a MASINT Standards Handbook will be developed.
Upon publication, it will be evaluated for incorporation into this AR Subdomain Annex. There are
presently no MASINT-specific information processing mandates identified. :

C4ISR.AR.2.2.24 Data Management

Airborne Reconnaissance data management supports the definition, storage, retrieval, and distribution of
data elements (e.g., imagery and support data) derived from data collected by airborne sensors and shared
by multiple applications/systems.

C4ISR.AR.2.2.2.4.1 Target/Threat Data Management

The National Target/Threat Signature Data System (NTSDS) has been designated as a migration system, in
accordance with guidance from ASD(C3I) and by the Intelligence Systems Board (ISB). NTSDS provides
the DoD signature data community (ISR, MASINT, & Armament) signature data from multiple,
geographically distributed sites via a unified national system. NTSDS Data Centers employ standard data
parameters and formats for stored target signatures for national and DoD customers. There are no AR
Annex mandates for target/threat data management. However, compatibility with the National
Target/Threat Signature Database System is required.

C4ISR.AR.2.2.2.4.2 Data Management Services

These services support the definition, storage, and retrieval of data elements from monolithic and
distributed relational Database Management Systems (DBMSs). These services also support platform-
independent file management (e.g., the creation, access, and destruction of files and directories). This
annex follows the JTA core that mandates conformance to entry level ANSI Structured Query Language
(SQL) standards and adds Ada interfaces. There are presently no additional AR Annex Data Management
Service standards beyond those listed elsewhere in the JTA.

C4ISR.AR.2.2.3 Emerging Standards

This version of the AR Annex does not identify any emerging standards for information processing. An
ongoing effort by the DARO will identify emerging standards for future versions of the JTA.

C4ISR.AR.2.3 INFORMATION TRANSFER STANDARDS

C4ISR.AR.2.3.1 Introduction

Near-real-time dissemination of Joint Service tactical intelligence information hinges on information
transfer standards. To ensure continued battlespace awareness and to satisfy the requirement for secure,
high-speed, multi-media transmission services, an integration of several intelligence broadcasts into one
standard system is probable.

Information transfer standards and profiles described in this section cover dissemination and data link
mandates for ISR systems. This section identifies systems and the interface standards that are required for
interoperability between and among ISR systems and are in addition to the systems described in the JTA
core and the C4ISR Domain Annex. This section does not cover standards for platform internal information
transfer. These standards will be covered in the Sensor-to-Platform service areas of this Subdomain Annex.
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C4ISR.AR.2.3.2 AR Information Transfer Mandates

C4ISR.AR.2.3.2.1 Dissemination Systems

This section focuses on standards supporting near-real-time battlefield dissemination of intelligence and
surveillance products from both airborne platforms and ground surface systems. Broadcasts give tactical
users a “picture of the battlefield.” Depending on the system, displays or messages can include data
derived from SIGINT, IMINT, or MASINT systems as well as support for targeting, situation awareness,
battle management, survivability, and mission planning. Together these standards reflect the diverse needs
addressed by Joint users. There are no additional dissemination system standards mandated in this annex.
However, compatibility with the systems identified in Table C4ISR.AR-4 are required.

Table C4ISR.AR-4 Airborne Reconnaissance Dissemination Systems

Joint/Global Broadcast Service (JBS/GBS)

Tactical Information Broadcast Service (TIBS)

Tactical Receive Equipment and Related Applications (TRAP) Data Dissemination System (TDDS)
Tactical Reconnaissance Intelligence Exchange System (TRIXS)

C4ISR.AR.2.3.2.2  Data Link Standards

The Common Data Link (CDL) is a flexible, multi-purpose radiolink based digital communication system
that was developed by the Government for use in imagery and signals intelligence collection systems. It
provides standard waveforms that follow a line-of-sight microwave path (link) and allows both full-duplex
and simplex communications between airborne/spaceborne platforms and surface based terminals. The link
consists of an uplink that operates at 200 Kbits/s and a downlink that operates at 10.71 Mbits/s, 137 Mbits/s
and 274 Mbits/s. All links use the C, X and K frequency bands. The uplink is secure and jam resistant.
Currently, the downlink is secure only for the 10.71 Mbits/s rate. New platforms are coming online that
will require a secure downlink for the 137/274 Mbits/s rates. The CDL system supports air-to-land/sea
surface, and air-to-satellite (relay/beyond line-of-sight) communications modes.

The term CDL refers to a family of interoperable data link implementations that offer alternate levels of
capabilities for different applications/platforms. Five classes (Class I through Class V) of CDL have been
defined. The Class I CDL standard addresses land/sea surface terminals that provide remote operation of
airborne platforms operating up to 80,000 feet at mach 2.3 or less. The current land based implementation
of Class I CDL is the Miniature Interoperable Surface Terminal (MIST). The current sea based
implementation of Class I CDL is the Common High Bandwidth Data Link S